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- To reduce the risk to the UK and its interests
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) N%/g e Increasing use of risk management in national security:

niversiy of ondon 2010 UK National Security Risk Assessment

Identifying and managing national security risks to

Ié%% An analogy with another professional discipline:
e theuse of intelligence to reduce the risks in decision making

Intelligence: enables action to be optimised by

reducing ignorance (and secret intelligence

achieves this objective in respect of information
rs wish to remain hidden)




Iéﬂ%% How intelligence analysis can help the policymaker

0 Strategic notice of possible futures, to help cue further work

tional awareness of relevant factors: answerin

‘.)I

Diee Many things have to go right for intelligence to be
Lompon useful to a policymaker
University of London

1. There have to exist ‘data points’ to be accessed

e Agencies have to access the information
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LONDON Why would a decision-taker act on an assessment?

University of Leadan

e |t is simply empiricism

* |t comes from ‘authority’

s habits of thought and co

ING'S . . o .G .
Iotdee  \What risks are in the decision-takers’ minds?

University of London

O Lives lost/injuries sustained

Disruption of economy/lost output

societal systems/power



gﬁzg’% Why would a decision-taker resist accepting an

LONDON assessment? Differing psychologies?
University of London
Analysts Decision-takers
* Seek impartiality ¢ Want to change the world
» Want to explain the world * Will challenge the

. . relevance of the evidence
e Try to stick to the evidence

. L. * Want options kept open
* Will tend to caution in

estimates Know tha?t itis r1ec<'=_'ssary
to over-ride objections

e Use complex language . . .

¢ Need certainty in public

¢ Take the time neessary

Adapted from Squaring the Circle: Dealing with intelligence-policy breakdowns, K L
Gardiner, Intelligence and National Security 6/1 (1991)

ING'S )
LoNna Common pitfalls

University of London

0 Cognitive dissonance, group thinks and emotional resistances

O The observer-expectancy effect: expecting/wanting a result and

unconsciously misinterpreting data to find it

storff effect (the item that ‘stands
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A Remedies:

University of London

O  For the analysts

Safeguard reputation for professional independence

d how best to help reduce the ri

(oiee T
A Remedies:

University of London

0o For the analysts

o Safeguard reputation for professional independence

Understand how best to help reduce the risks of decisions

imitations and caveats
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Why don’t they
vhy won't they

Pinning down the use of words:

the Uncertainty Yardstick

‘Qualitative statement  Associated Probability Range
Remote/Highly Unlikely <10%

Improbable/ Unlikely 15-20%
Realistic Possibility 25-50%
Probable/Likely 55—-70%
Highly/Very Probable/Likely 75 —-85%
>90%

Almost Certain




