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UPDATE

New Global Partnership on Al finds a home at the OECD

The OECD will host the Secretariat of the
new Global Partnership on AI (GPAI), a
coalition launched in mid-June that aims
to ensure Artificial Intelligence is used
responsibly, respecting human rights and
democratic values.

The GPAI will bring together experts
from industry, government, civil society
and academia to conduct research and
pilot projects on Al Its objective, as set
out by founding members the UK, Aus-
tralia, Canada, the EU, France, Germany;,
India, Italy, Japan, Korea, Mexico, New
Zealand, Singapore, Slovenia and the
USA, is to bridge the gap between theory

GLOBAL PARTNERSHIP ON

Artificial Intelligence
(GPAI)

and practice on Al policy. An example
would be looking at how AI could help
societies respond to and recover from the
Covid-19 crisis.

Basing its Secretariat at the OECD
will allow the GPAI to create a strong
link between international policy devel-
opment and technical debate on Al tak-
ing advantage of the OECD’s expertise

on Al policy and its leadership in setting
out the first international standard for
trustworthy AI — the OECD Principles
on Artificial Intelligence. The OECD
Principles formed the basis of the G20
Principles on Al endorsed at the Osaka
Summit in June 2019.

www.oecd.org/ going-digital/ai/
oecd-to-host-secretariat-of-new-global-
partnership-on-artificial-intelligence.htm
Joint statement from founding members:
www.gov.uk/government/publications/
joint-statement-from-founding-members-
of-the-global-partnership-on-artificial-
intelligence

‘Power of place’ is central to R&D agenda

The Campaign for Science and
Engineering (CaSE) has published a
new report on how to maximise thelocal
economic impacts of R&D investment
and ensure the UK economy rebounds
from the Covid-19 pandemic.

Designed to feed into the Government’s
‘levelling up’ and R&D investment agenda,
the CaSE report The Power of Place exam-
ines how to maximise the local economic
impact of greater R&D intensity across the
regions and nations of the UK.

The report makes a series of recom-
mendations, including:

e Excellence cannot be grown from
scratch: investment needs to be focussed
on R&D excellence that already exists
nationwide, whatever its size;

e Brand is important: regions should
clarify their distinctive strengths and
develop their pitch for national and
overseas investment;

e The best examples of regional R&D
growth have been driven by strong civic
leaders.

The report’s findings are based on
views gathered from over 80 contribut-
ing organisations through an extensive
consultation exercise across the UK, con-
ducted over the last 18 months, including
roundtables in Edinburgh, London, the
West of England, the West Midlands, and
the North East.
www.sciencecampaign.org.uk/static/
uploaded/f68487de-0f87-44ce-
bba06fc0882cc57¢.pdf

IBM withdraws from facial recognition tech

In a letter to Congress on 8 June, IBM
CEO Arvind Krishna outlined policy
proposals to advance racial equality in
the United States. He also shared, in the
context of addressing responsible use
of technology by law enforcement, that
IBM has withdrawn its general-purpose
facial recognition and analysis software
products. In his letter, he said:

“IBM no longer offers general pur-
pose IBM facial recognition or analysis
software. IBM firmly opposes and will
not condone uses of any technology,
including facial recognition technology
offered by other vendors, for mass sur-
veillance, racial profiling, violations of

fstjournal www.foundation.org.uk

basic human rights and freedoms, or any
purpose which is not consistent with our
values and Principles of Trust and Trans-
parency. We believe now is the time to
begin a national dialogue on whether
and how facial recognition technology
should be employed by domestic law
enforcement agencies.

“Artificial Intelligence is a powerful
tool that can help law enforcement keep
citizens safe. But vendors and users of Al
systems have a shared responsibility to
ensure that Al is tested for bias, particular-
ity when used inlaw enforcement, and that
such bias testing is audited and reported”
See also pages 36-44 of this issue.

International policy
shake-up sees FCO
and DFID merger

The Prime Minister has announced
that the Department for International
Development (DFID) and the Foreign &
Commonwealth Office (FCO) will merge,
uniting development and diplomacy in
one new department to bring together
Britains international activities.

Work has already begun on the merg-
er. The new department - the Foreign,
Commonwealth and Development Office
- will be established in early September
and will beled by the Foreign Secretary.

The Government said: “UK aid will be
given new prominence within our ambi-
tious international policy. The Foreign
Secretary will be empowered to make
decisions on aid spending in line with the
UK’s priorities overseas, harnessing the
skills, expertise and evidence that have
earned our reputation as a leader in the
international development community”

The Prime Minister also announced
that the UK’s Trade Commissioners will
come under the authority of UK Ambassa-
dorsoverseas, in order to bring more coher-
ence to the UK’s international presence.

The objectives of the new overseas
department will be shaped by the out-
come of the Integrated Review, which is
expected to conclude in the autumn, and
is the biggest review of foreign, defence
and development policy since the Cold
War, says the Government.
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COVID-19

The Foundation for Science and Technology has been taking a series of steps to address the
challenges posed by the coronavirus pandemic, writes Gavin Costigan

Coronavirus and the Foundation

he Covid-19 pandemic has affect-
Ted all parts of economy and society

and the Foundation for Science
and Technology has been no exception.
Anevening meeting at the Royal Societyin
March - ironically focussed on dealing
with the pandemic - had tobe cancelled as
the country went into lockdown. Withno
clear endpoint in sight, and with most of
our activities based on physical meetings,
it was clear that alternative arrangements
would have to be made.

It was fortuitous that the Founda-
tion’s new website had recently been
launched with a range of new features
including podcasts and video record-
ings of the speakers at the events held at
the Royal Society.

The Foundation’s major evening
meetings were reorganised and
re-scheduled to webinar format. These
are now taking place with invited speak-
ers, presentations and an audience of 150
- but all now linked through the Foun-
dation’s online Zoom platform. The
audio files and presentations — as well as
a meeting summary - are all posted on
the FST website shortly after the event.
Video interviews with the presenters and
regular podcasts on topics of interest
make the website a resource for the many
issues involving policy making, science
and technology.

A new initiative to introduce the
Foundation to professionals in early- and
mid-career positions - in government,
academia and industry - had been
launched in October. The Foundation
Future Leaders programme was designed
to allow young professionals to meet col-
leagues from other sectors of the econo-
my, to discuss different approaches and
ways of working — and to encourage net-
working the building oflong-term profes-
sional relationships. These Future Lead-
ers were also encouraged to take in the
regular meetings of the Foundation.

Part of the programme included a visit
to the Royal Society of Edinburgh and
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Anevening meeting atthe
Royal Society - ironically
focussed on dealing with
the pandemic - hadto be
rescheduled asthe country
wentinto lockdown.

Strathclyde University at the end of
March. This was quickly reorganised and
participants were still able to speak to key
personnel online. A series of other meet-
ings have also taken place online. The
final, one-day conference of this year’s
programme is also now being re-designed
inan online format.

The reaction from those on the pro-
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gramme has been generally very positive
- indeed one member, who is involved in
overseas science projects, has been able to
join more of the meetings. We hope, nev-
ertheless, that it will be possible to get
everyone on the programme together
before the end of the first year.

Our weekly podcasts have continued,
and we have expanded our blog site. At
the same time, the core services we deliver
tolearned and professional societies have
continued via email and the ubiquitous
Zoom, including the development of a
new section on the Foundation’s website
for members to access guidance notes on
governance issues.

The short-term future remains uncer-
tain. We recognise that for many, a key
benefit of Foundation meetings is net-
working, and we are committed to return-
ing to physical meetings as soon as it is
safe to do so. In the meantime, the Foun-
dation is working online to ensure that it
continues to fulfil its core mission of pro-
viding an impartial platform to debate
policyissues with ascience, research tech-
nology or innovation element.

Gavin Costigan is Chief Executive of the
Foundation for Science and Technology.
Email: gavin.costigan@foundation.org.uk

PODCASTS AND BLOGS

One ofthe online developments on the FSTwebsite is the posting of weekly podcasts.
These weekly one-to-one interviews allow an in-depth discussion of topics being explored
in Foundation events. In addition, there are one-off discussions with seniorfigures across
science, research, technology and innovation. The podcasts are available on the website
but can also be accessed on the main podcast hosting platforms. Recent featuresinclude
Member of the Shadow Cabinet Chi Onwurah MP on the relation between science and
politics, Chair of the Commons BEIS Select Committee Darren Jones MP on business and
coronavirus, and Peter Betts of Chatham House discussing COP26.

Anothernew feature of the website are the FST blogs. These are short, contributed
pieces abouttopics of interest. Recent postings include: Patrick McHugh on
intergenerational justice in the face of the coronavirus pandemic, Alana Cullen on a new
‘sustainable normal’ and Benjamin Lichman on full open-access scientific publishing.

Allthese and much more can be found on the FST website at: www.foundation.org.uk

fstjournal www.foundation.org.uk
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GUEST EDITORIAL

A sustainable and inclusive

future for all

Jim McDonald

ngineering matters. It underpins our daily

lives, drives economic growth and helps

ensure our readiness for the future. Aswe
have seen in recent months, italso helps ustoaddress
major global challenges: engineers have been inte-
gral to the fight against COVID-19 around the
world, from manufacturing ventilators to designing
and building field hospitals in record time.

The Royal Academy of Engineering brings
together the most talented and successful engi-
neers from the UK and overseas. As the UK’s
National Academy for engineering and technolo-
gy, we have a responsibility to provide progressive
leadership for engineering and technology, stim-
ulate innovation and enhance the positive impacts
of engineering for wider society. Our Fellows are
thelifeblood of the Academy and they inspire and
influence every aspect of our work. I was privi-
leged to be elected as President of the Academy last
year and my first few months were spent listening
to the views of Fellows across the country and
from all fields of engineering, in order to inform a
new strategy for the next five years.

Fiftieth anniversary

Our new programme of work will take us up to
the 50th anniversary of the formation of the Fel-
lowship of Engineering, which would become the
Royal Academy of Engineering in 1993. Nearly
halfa century ago, it will not surprise you to know
that the Fellowship of Engineering looked very
different from our modern Academy. Conceived
in the late 1960s, during the excitement of the
Apollo programme and the buzz of Harold Wil-
son’s ‘white heat of technology’, the Fellowship
was eventually born in 1976, the year of Con-
corde’s first commercial flight.

Thanks to the enthusiastic backing of HRH
Prince Philip the Duke of Edinburgh who became
its Senior Fellow, the new Fellowship met for the
first time at Buckingham Palace, where 130 of the
UK’s finest engineers were enrolled: these were
people who over the course of their careers had
literally changed the world. They included thejet
engine visionary Sir Frank Whittle and Sir Mau-
rice Wilkes, father of the UK computer industry.

Since those early days, the Fellowship - and
latterly the Academy - has taken every opportu-
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nity to champion excellence in all fields of engi-
neering and honoured the UK’s most distin-
guished engineers. Yet the challenges facing our
nation, and humanity as a whole, have increased
dramatically in complexity and urgency, so the
role of our Academy and of engineers has evolved
rapidly along with the pace of technological
development.

In the past five years alone, we have seen three
UK general elections, left the European Union
and committed to achieve net-zero greenhouse
gas emissions by 2050. The world has witnessed
rapid digitalisation, a growing public appetite to
tackle our unsustainable use of natural resources
and to address inequalities in society, as well as
confronting the emergence of new threats to sta-
bility and security.

Against this backdrop, and amid the current
COVID-19 crisis, there has never been a more
urgent need for engineering expertise to inform
public debate and provide workable solutions to
our shared challenges. It is fitting then that the
Academy has set itself an ambitious goal for the
next five years: to harness the power of engineer-
ing to build a sustainable society and an inclusive
economy that works for everyone.

This goal means that we will work towards a
sustainable society where development meets the
needs of the present without compromising the
ability of future generations to meet their own
needs. Engineers have a vital role to play in creat-
ing technologies, systems and solutions to address
the climate crisis and support more sustainable
use and management of natural resources. We
will advance solutions to sustainability challeng-
es,and enable engineers to engage effectively with
policymakers, society at large and media on the
UK’s commitment to net-zero greenhouse gas
emissions by 2050.

Three decadesis a very short time to completely
renew, upgrade, installand secure entire parts of the
UK’s national infrastructure: current projections
suggest that the UK is not on track to meet its emis-
sions targets. So, while we continue to tackle the
pandemic, itis vital that we address the longer-term
threat to humanity from climate change.

I am confident that we can learn from the rapid
changes in behaviour and working practices — as

Professor SirJim McDonald
FRSE FREng FinstP FIET

is President of the Royal
Academy of Engineering. He
isalso Principal and Vice-
Chancellor ofthe University
of Strathclyde, a post he has
held since 2009. Withthe
First Minister, he co-chairs
the Scottish Government’s
Energy Advisory Board.
Heis Chairman of the
Independent Glasgow
Economic Leadership Board
and chairs two of the pan-
Scotland research pools
inEnergy and Engineering.
He also chaired the Royal
Academy of Engineering
Research Committee for
three years. He was awarded
a knighthood forservicesto
education, engineering and
the economyin2012.

The challenges
facing our nation,
and humanity as
awhole, have
increased
dramaticallyin
complexity and
urgency, so the role
of engineers has
evolved rapidly.
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By2025we are well as the single-minded drive to develop solutions
aiming to have —in the face of the coronavirus, and so bring a sim-
enhanced the ilar level of collaboration and commitment to our
leadership common purpose of slashing carbon emissions.

capabilities of more Our new goal also means working to ensure
than 7,500 that engineering contributes to an economy where

engineers, and
inspired 1 million
young people to
consider engineering
careers.

prosperity is shared across all regions and groups
in society. Engineers have an important role to
play in translating advances in research into new
products, services and technologies that improve
our lives and generate jobs. An inclusive economy
isalso internationally competitive, as well as resil-
ient to technological changes and future threats to

RESILIENCE AND VULNERABILITIES

Understanding the supply chain vulnerabilities that emerged during lockdown
will help us to prepare for future shocks, including a potential second wave of
COVID-19, according to a National Engineering Policy Centre paper. The Centre
is a partnership of 43 organisations, led by the Royal Academy of Engineering.
Critical supply chains with immediate impacts on daily life demonstrated
considerable resilience and adaptability during the disruption and the solutions
adopted may also help address some of the key challenges in distributing a
vaccine against the virus.

Supply chain challenges, lessons learned and opportunities looks at how UK
supply chains were disrupted during the early stages of the COVID-19 pandemic
and assesses the success of mitigation measures from procurement to logistics
and skills in the food, electronics, telecommunications, transport and energy
sectors. The results, including spotlights on each of these sectors in the report,
are based on evidence gathered from 60 different organisations, ranging from
large companies to SMEs and micro-organisations.
www.raeng.org.uk/Publications/Reports/Supply-chain-challenges,-
lessons-learned-and-oppor
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public health, security, safety and stability. Resil-
ience is a much discussed concept and engineers’
expertise in systems thinking, problem-solving
and innovating is vital to shaping a ‘new normal’
that is well-prepared for future shocks.

Three areas

Our work towards this ambitious vision will be
concentrated in three areas: growing talent and
developing skills for the future; driving innova-
tion and building global partnerships; as well as
influencing policy and engaging the public. We
will build on some of the Academy’s most suc-
cessful and important work, from our Enterprise
Hub (which supports exceptional engineering
entrepreneurs and SME leaders with an unri-
valled package of mentoring, funding and train-
ing) to the National Engineering Policy Centre
(which brings together 43 professional engineer-
ing institutions, representing 450,000 engineers)
to provide policymakers with a single route to
advice from across the engineering profession.

We will broaden our engagement and scale our
most effective activities to increase our impact. By
2025 we are aiming, for example, to have supported
the founding and growth of at least 500 companies
that will deliver benefits to society, enhanced the
leadership capabilities of more than 7,500 engi-
neers, and inspired 1 million young people - from
allbackgrounds - to consider engineering careers.
Our effort will be international as well as domestic:
we will support alliances that use engineering and
technology to address global challenges in more
than 40 countries across six continents.

We cannot, however, achieve this alone. A
critical factor in our success will be collaboration.
The Academy’s Fellows, awardees, partners and
supporters have always played an invaluable role
in our efforts to advance engineering’s contribu-
tion to society, and collaboration is enshrined in
our values. The challenges engineers must solve
cross disciplinary and geographic boundaries,
and so the scope of our activities must too. We
would invite anyone who shares our ambition to
shape a sustainable society and an inclusive econ-
omy to engage with us and consider the role that
engineers can play in shaping such a future.

At a time of global disruption and enormous
uncertainty, it is an incredible privilege to lead an
organisation that represents the collective exper-
tise of exceptional engineers and innovators, and
an absolute imperative to apply that expertise to
the delivery of public benefit and a more inclusive
and sustainable future. O

www.raeng.org.uk/publications/strategy-and-
finance/strategy-2020-2025

fst journal www.foundation.org.uk
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INTERNATIONAL COLLABORATION

How canthe UK ensure thatitsinternational research collaborations achieve maximumimpactand deliver
maximum benefitto the country and the economyin a post-Brexitworld? Thiswasthe topic of a meeting ofthe
Foundation forScience and Technology held on 26 February 2020 at the Royal Society.

Future frameworks for
international collaboration

Adrian Smith and Graeme Reid

SUMMARY

The Smith-Reid report was commissioned by the
UK Science Ministerin2019. It provides advice
on frameworks forinternational collaborations
should the UK not associate with Horizon Europe

EU funding covers about 3% of total UK
expenditure on R&D but that figure masks
specific concentrations

Around 50% of UK business R&D comes from
foreign-owned firms with growth from the wider
world far exceeding thatfrom the EU

The UK needs to become more agile to grasp new
opportunities forinternational R&D
collaboration

Thefirst priority is to protect and stabilise
existing capabilities.

UK’s future relationship with Europe, the

then Science Minister Chris Skidmore com-
missioned independent advice on alternatives to
association with the EU Horizon 2020 research
and innovation programme. The resulting
Smith-Reid report’ made a series of recommen-
dations for action in the event that the UK does
not associate with Horizon Europe.

We made no assessment of whether the UK
should associate with EU programmes. That was
not part of our brief. We assumed the decision on
association will be made at a senior political level,
in the wider context of negotiations on the UK’s
future relationship with the EU. We submitted our
report to the Science Minister in July 2019 and it
was published by the Government later that year.

For several decades, the UK paid a subscrip-
tion to the EU as part of our treaty commitment
as amember state. That automatically conferred
membership of the EU’s research programmes
and covered the cost of participation. Many of the
choices and decisions associated with EU

I n early 2019, facing uncertainty around the
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research and innovation were made in Brussels.
Now that the UK has left the EU, any future finan-
cial contribution to EU programmes is in tension
with other demands on public expenditure.

Historically, about 3% of total UK R&D invest-
ment came from the EU Framework programmes
(Figure 1). Thatisalittle less than thelevel in the
EU as a whole. Given this small percentage, one
mightask whatall the fuss is about. However, that
overall figure masks several specific funding pat-
terns. In the Russell Group of universities, for
example, over the past few years funding from
European programmes has been over 10% of
research income. In Wales, much of the R&D
funding comes through EU structural investment
funds. Some academic disciplines are more
dependent on European funding than others - for
archaeology and classics, over 30% of research
income in the UK comes from the EU. Further-
more, participation in EU programmes bring
intangible benefits such as access to people, net-
works and equipment that the financial picture
alone does not reveal.

Of course, collaborations within EU pro-
grammes should be set in a global landscape. In
2017, over halfthe peer-reviewed publications by
UK researchers had at least one non-UK co-au-
thor. The UK’s top collaborative partner coun-
tries are largely unchanged over the last decade
with the USA being by far the largest and five out
of the top ten being outside the EU.

Businesses contribute around 65% of total
R&D investment in the UK, similar tolevelsin the
USA and Germany. However, around 50% of
business R&D in this country comes from firms
headquartered overseas - the highest level in the
G7 group of nations (Figure 2). This foreign direct
investment in UK R&D has increased by almost
70% over the last decade. Since 2007, investment
by UK firms in R&D has hardly increased. Mean-
while, US and EU firms have increased their
investments by significant amounts. But these
changes are dwarfed by rises in R&D investment
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Dataindicates the
shape of R&D in this
country and the
wider international
contextin both the
business and
academic
communities.

There is no pointin
deciding not to
associate and then
spending a sizeable
sum of public
money to disguise
that decision.
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Figure 1. Sources of UKR&D funding (2007-13).
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Figure 2. Percentages of R&D spend in the UKin 2015 by country.
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into the UK from the rest of the world (Figure 3).
Those data indicate the shape of R&D in this

country and the wider international context in

both the business and academic communities.

UK research after leaving the EU

If the UK Government decides not to associate
with Horizon Europe because the terms of asso-
ciation do not provide sufficient benefit to the
UK, then we are not convinced that a case can be
made for replicating line-by-line EU research and
innovation arrangements in the UK. There is no
pointin deciding not to associate and then spend-

ing a sizeable sum of public money to disguise
that decision.

Instead, we recommended that the first prior-
ity should be to protect and stabilise the capabili-
ties that have been acquired by this country over
several decades of participation in EU pro-
grammes. Any temptation to seize exciting new
international activities should be resisted until
stabilisation is complete.

We then set out a framework for global collab-
oration. This framework provides an opportuni-
ty to pursue the 2.4% R&D agenda vigorously. In
particular, we propose that the UK should aim to
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Figure 3. Country of ownership of businesses performing R&D in the UK.
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attract even higher levels of business investment
in R&D from around the world. To pursue this
ambition, the report proposes a number of specif-
icinterventions.

This time of change provides an opportunity
to address persistent disparities between different
parts of the UK. Many governments have tried to
address these but have never managed to over-
come the economic and social differences
between regions of this small island.

Thereisa clear mismatch between the amounts
of money going into international collaboration
and the visible level of activity. Far more research

fst journal www.foundation.org.uk

is being carried out internationally than can be
accounted for by funding that is allocated explic-
itly to international programmes. This difference
reveals,among other things, the scale of contribu-
tion that universities make to international activ-
ities, presumably from their QR block grants.
Unfortunately, these informal processes for
supporting international work mean that moneyis
often unavailable to seize opportunities that have
been identified at political or scientific levels. The
report recommends that there should be funding
set aside for the express purpose of increasing the
agility of the research base. This would allow

Thereis aclear
mismatch between
the amounts of
money going into
international
collaboration and
thevisible level of
activity.

The first priority
should be to protect
and stabilise the
capabilities that
have been acquired
by this country over
several decades of
participationin EU
programmes.
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The Smith-Reid
report, Changes and
Choices, provides
advice on
frameworks for
international
collaborations
should the UK not
associate with
Horizon Europe.

The European
Research Council is
an elegant design
forresearch
funding. Continued
access will be more
difficult without full
association.
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Sources of UKR&D funding (2007-13).
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researchers and politicians to grab fast-moving
opportunities that will be lost if researchers must
spend several months following the usual process-
es of grant applications and awards.

For far too long this country has had half an
immigration policy. It has had a policy for regu-
lating immigration into the country but the other
half, attracting talent to the country, has been
absent. The report recommends a Global Talent
Strategy with a much closer alignment between
immigration policy on the one hand and research
and innovation policy on the other. We were
pleased to see some of this thinking reflected in
the recent announcement of the Government’s
Global Talent Visa.

The European Research Council

The European Research Council is an elegant
design for research funding. The European
Research Council is rightly held in high esteem. It
is immensely popular in some parts of the com-
munity. Continued access will be more difficult
without full association with Horizon Europe. Of
course, it cannot be replicated outside the EU but
the UK can learn from some of its strongest fea-
tures — and optimise them around UK interests -
given money, political will and patience.

The report recommends a ‘Flagship Pro-
gramme of Research Fellowships. This proposal
was arrived at by analysing the European Research
Council machinery, taking those aspects that
worked bestand making each of them alittle better!

Designing new funding arrangements is a
complex process. We set out some core principles
for funding international collaborations and then
derive a number of options from them. Effective
international collaboration in a post-Brexit world
will require dedicated administrative machinery
with a high level of expertise, not least working

with immigration authorities, negotiating
arrangements with funding agencies overseas,
and agreeing access to international facilities.
Optionsinclude the creation of a new internation-
al council within UKRI.

Unfinished business

There remain some items of unfinished business.
First, how is the Government going to make deci-
sions on our future participation in European
programmes? Whatlevel of engagement will the
research community have in these decisions?
Will the evidence behind the decisions be made
transparent?

The Treasury provided a funding guarantee in
the event that the UK left the EU without a deal.
As the UK has now left with a deal, the Treasury
guarantee haslapsed. So where would money for
a ‘protect and stabilise’ agenda come from?

Agility funding would have to be treated quite
differently from the conventional protocols for
awarding research grants. There would be public
accountability, of course, but it would need a dif-
ferent governance model.

And finally, there are disciplines like archaeol-
ogy and the classics, and there are regions of the
UK, which all have an unusually high dependence
on EU funding. What will the Government and
UKRI do about these? There are domains within
the research and innovation community that
stand to lose not 3% of their research funding but
somethinglike 30%. Should they be given transi-
tional support, or allowed to find their own place
in the new world? O

Lhttps://assets.publishing.service.gov.uk/
government/uploads/system/uploads/
attachment_data/file/844488/Changes_and_
Choices.pdf
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EU-UK academic collaboration
— a European view

Giinter Stock

SUMMARY

® Europeistakingonaleadershiprolein
academic research

® The UKhas particularstrengthsin collaborative
research

® Continued freedom of movementneedsto be
taken seriously

® Action mustbe taken to bridge any gapsinthe
new relationship

® There are anumber of bilateral and multi-
national options forongoing engagement.

hat impact will the UK’s exit from the

EU have strategically, but also at the

level of projects, applications and peo-
ple? To maintain its activity at the highest, strategic
levelisa genuine priority for the EU. A 2019article
in Natureentitled ‘Europe, the Rule-Maker argued
that the growing European research agenda
(through the Horizon programme, which is pro-
jected to spend €94 million over the coming years)
has taken on aleadership role in global research.

This is true in terms of the contribution Euro-
pean scientists make, of the money being spent
and in terms of the direction that European scien-
tists and political agencies are giving to climate
change, chemical regulation and data protection,
for example.

While this has much to do with the European
science agenda itself, it is also a result of the US
administration’s retreat from multilateral activity
in these areas. Pascal Lamy, Chair of the
High-Level Expert Group that evaluated the
future of the framework programme in 2007
made clear that it was up to the EU to continuous-
ly invite the rest of the world to collaborate in
research and innovation. Or as Carlos Moedas,
the Former Commissioner for Research, put it:
“To be open to the world is a wonderful mandate
for the future in times of re-occurring national-
ism and protectionism.”

What a loss for the planning of new pro-
grammes, the research to be performed in new
programmes and for the quality of what we are
doing, if the UK absents itself from this activity.
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In continental Europe, we would feel the loss of
the international networks that British scientists
have, something European science does not have
to the same degree. Our networks are there, of
course, but not in the same way or with the histor-
ical dimension our British colleagues have
through the Commonwealth.

I also feel that, especially in the field of ‘big
science), British scientists and British society have a
greater appetite for risk. In the debate on stem cells,
for example, British scientists took a more pragmat-
ic approach, which in the end proved to be right.
Think also of Louise Brown (the first child born
through the use of IVF); think of Dolly the sheep.

The project level

Projects: Some 20% of Horizon 2020 projects and
programmes are led by British scientists. In com-
parison, German scientists lead 11%. However,
the number of applications to European pro-
grammes by British scientists hasbeen decreasing
since 2015 and there has also been a decrease in
the money awarded to British scientists.

Collaborations: In 1998, 26% of all British pub-
lished papers were the outcome of international
collaboration. In 2008, just 10 years later, the fig-
ure had risen to 55% of all British publications.
Germany is the prime European collaborator
with British scientists.

People: Looking at the leading UK universi-
ties, such as Oxford and Cambridge, about 30% of
the staff are non-British. Between 20-25% come
from EU countries, but there is already an exodus
- and some British scientists are seeking jobs on
the continent as well.

Ifthe UK is not to face abrain-drain in the years
to come, it will need to attract and support new
talent. Freedom of movement for scientists has to
betaken very seriously. By the way, thisisnotanew
challenge: aslong ago as 1088, there was a Bologna
declaration asking for free movement of scientists
across Europe. Whatapplies to scientists applies to
students as well: the minimum requirement would
be to continue the Erasmus programme. Students
from continental Europe will lose access to British
universities if steps are not taken.

Politicians should not underestimate the
necessity to work in international teams, in
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Ifthe UKis notto
face abrain-drainin
theyears to come, it
will need to attract
and support new
talent.
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However muchis
achieved through UK
associate
membershipin
future EU
programmes, there
will be a gap
compared with
today. What canbe
done to bridge that

gap?

multi-disciplinary consortia, in order to address
the great challenges ahead of us.

However much is achieved through UK asso-
ciate membership in future EU programmes,
there will be a gap compared with today. What
can be done to bridge that gap?

Bilateral agreements between the UK and
countries in Europe, like Germany, would be one
option. Doctoral training programmes could be
run between two universities — one in the UK, the
other in Germany, for example. Graduate schools
would be financed either by governments or per-
haps by foundations.

The Einstein Foundation in Berlin has a pro-
gramme of Visiting Fellows. So, a scientist who
would like to work more closely with, say, a col-
league from Cambridge, applies for extra fund-
ing from the Einstein Foundation. This allows
the British academic to visit six times a year,

using a laboratory in Berlin while there, and so
facilitating a deeper, long-term relationship in
science. Under the umbrella of this scholarship,
students and post-docs can move backwards and
forwards. It is a successful programme which
could easily be replicated.

Joint colleges for advanced studies in particu-
lar disciplines would be another ideal instrument
to maintain and deepen the relationships between
continental Europe and British scientists.

We could also create more international
research institutes, based in different countries of
Europe. Different countries would contribute by
becoming shareholders and by allowing scientists
to work for a certain period in those labs.

As a German, I will end with a quote from
Goethe: “Science and art belong to the whole
world, and before them vanish the barriers of
nationality” O

The value of international
collaboration

Nancy Rothwell
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n increasing proportion of our research
- and not just science research - is inter-
national. Citations of outputs in almost
every discipline are much higher with an interna-
tional partner than ifall the authors are UK-based.

It is important not to focus just on academic
outputs: there has not been much debate about
international collaboration within industries,
between different industries and between aca-
demiaand industry. The EU hasbeen particular-
ly successful in building partnerships between
universities and industry.

Of course, much research is inherently inter-
national. To truly understand space weather, cli-
mate change or global disease, research has to be
carried out by international teams and they have
to be funded internationally.

There are also areas of research that the UK is
very good at, but which are not just about the UK.
A project in Manchester is bringing together
engineers, social scientists, anthropologists, ecol-
ogists and geographers to look at the impact of
dams in Africa, for example.

The really big international teams do tend to
be in the sciences but we have to recognise the real
importance of humanities and social sciences.
The European Flagships are good examples.

SUMMARY

® Researchis becomingincreasingly international

e Some research cannot be successfully carried
outon anational basis

® Thereisevidence thatdiverse teams achieve
more

® [nternational research projects can help to break
down barriers

® There are new research opportunitiesinthe
widerworld thatthe UK can grasp.

Thereis one focussing on Graphene which brings
together numerous researchers and industries
from across Europe into a big and long-term
funding programme.

Another example involving big teams is clinical
trials. The UK is not big enough to undertake all
the clinical trials that we would wish to carry out
—even those based on our own discoveries. Thisis
particularly true with rare diseases. Why do these
matter — after all, they are not common? All too
often a rare disease will give us an insight into a
common disease, so taking part in clinical trials is
extremely important - and, of course, rare diseas-
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esin total are a big problem.

Then of course there are the large-scale facili-
ties, those things no country can really afford on
its own. Some of these were established under
international treaties and we will remain involved,
such as the Large Hadron Collider and the Square
Kilometre Array. The UK may have difficulty par-
ticipating in some others, though.

Benefits of diversity

Many in the research community have benefitted
from experience overseas as well as from having
overseas visitors in their research groups. There
isalsoasignificantbody of social science research
which indicates that diversity per se has value:
diverse teams often achieve much more.

Because research tends not to recognise politi-
cal barriers, it can be a wonderful way to build
bridges. The partners in the Sesame Synchrotron
project in Jordan are Jordan, Bahrain, Egypt, Isra-
el, the Palestinian Authority, Pakistan and Turkey.
Where else would you imagine these countries
coming together, collaboratively (with no know-
ledge or worry about their nationality or the politi-
cal divide) to work on a single project? There are
many more such examples of research spanning
political divides.

There are three particular concerns I have
about international research collaborations. I
hope we can resolve them all. The firstis the geo-
political aspect. Research collaboration must be
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built on trust but we are already seeing countries
imposing restrictions and regulations on collabo-
ration with certain other countries. Thatis some-
thing that is starting to impinge on international
research.

Second - and hopefully a short term issue - is
the spread of the coronavirus pandemic.

The final concern is that many researchers, and
in particular young researchers, are increasingly
unwilling to fly. This will become a major factor
and we will have to find different ways of doing
international research.

Looking further afield
Europe is an extremely important and physically
close partner. Yet over the past year L have been to
anumber of countries, and the institutions I have
visited have all suggested we look more closely at
establishing partnerships with them. These coun-
tries included Canada, India, Hong Kong and Sin-
gapore. They are not suggesting the UK turn its
back on Europe, but rather that we consider great-
er involvement with them as well.

Significant and perhaps painful change will
happen, but there are also important new oppor-
tunities which we should not ignore. O

SPDO./ Swinburne Astronom

The UK will still
participatein
some large-scale
facilities,

suchas the
intergovernmental
Square Kilometre
Array project based
in South Africa and
Australia, but may
have difficulty
participatingin
some others.

Young researchers are increasingly unwilling to fly.
This will become a major factor and we will have to
find different ways of doing international research.
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Full association with Horizon
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hange can be uncomfortable, unsettling.

Yet embracing change and managing dis-

ruption is an essential part of our endeav-
our. Research and innovation by their very nature
hold alooking glass to policy makers and govern-
ments, warning of the need for constant change if
we are to adapt to the future.

When it comes to international research, there
may be challenges but there are also huge oppor-
tunities for the UK over the next decade. Now is
the moment to shape the change we want to see.

The global importance of the UK to the inter-
national research landscape is well known. With
0.9% of the world’s population, we make up over
4% of its researchers, producing over 15% of the
most highly-cited research papers. The UK’s
international research landscape has also been
transformed in the past 10 years. Between 2007
and 2017, there was a 70% increase in foreign
R&D investment in the UK, with a 22% increase
in US expenditure, a 42% increase from the EU
and 300% from other international countries. As
aresult, we have become the second most collab-
orative country among research-intensive
nations, just behind France.

This success has been achieved by the careful
creation of an international research community
right here in the UK. Research is, and always will
be, about people. One third of university staff are
now from outside the UK, up from 28% in 2014-
15. Over half of all UK peer-reviewed publica-
tions are co-authored by atleast one internation-
al researcher.

Our research ecosystem depends upon our
international collaborations, both here in the UK
and across the world. Like innovation itself, these
collaborations are complex, the product of
decades of academic and business relationships
layered upon each other: generations of effort
have gone in to achieving them.

As Science Minister, I published not only the
International Research and Innovation Strategy
and commissioned the work that Sir Adrian
Smith and Graeme Reid have undertaken, but
also published the International Education Strat-
egy. In announcing a £300 million initiative to
double the number of maths PhDs over the next
five years, I also lifted the 10% cap on internation-

SUMMARY

® |nternational research offers huge opportunities
tothe UK

® Qurresearch ecosystem depends upon
international collaboration

® The UK’'s new relationship with the EU will be the
mostimportant determinant of the research
landscape

® Fullassociation in Horizon Europe is essential
The public must be convinced of the value of
close engagementin European research.

al applications. I am very keen that a Research
People Strategy will seek to develop the best
working conditions for researchers in the UK, so
that we can make the UK the most attractive place
to come and achieve excellent research.

Visa reforms, including the Global Talent visa
and the post-study work visa will play a part in
attracting international researchers, just as fur-
ther reforms will recognise mobility in produc-
ing research.

The future landscape

Our new partnership with the European Union
will undeniably be the most important feature of
the science and research landscape in the 2020s.

Encapsulated in the Withdrawal Agreement
is, I believe, a common understanding among
the UK and our European neighbours that we
cannot risk breaking apart our European
research partnerships. These are too precious,
too valuable, too important. Research that is
genuinely protecting and saving lives, and which
is leading the fight against climate change, must
not be gambled with.

The UK hasbeen the second largest beneficiary
of Horizon 2020, with 13,000 participations
receiving nearly 14% ofits total grants. Some 35%
of the UK’s total grants could not be accessed
under third country status, which is why an asso-
ciation agreement is essential.

We must all continue to make the case to the
public that this is of the utmost value to the taxpay-
er; that for every £1 spent on Horizon, the direct
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and indirect economic benefits are multiplied.
Our clinical trials in the NHS are reliant on contin-
ued collaboration in Horizon, with the UK having
the third highest number of joint clinical trials
with EU countries, and indeed the second highest
for rare diseases and paediatrics.

This case must look forward to the opportuni-
ties it presents for this decade. Association agree-
ments are readily possible, but we have an interest
in agreeing an association as soon as possible. I
believe that full association with Horizon Europe
is essential.

Soweneed acampaign that will demonstrate to
the public the true value of association with Hori-
zon Europe, with universities, academies and,
vitally, researchers themselves promoting the pos-
itive value of continuing European research part-
nerships. This campaign must also convince our
European neighbours that, while we are no longer

INTERNATIONAL COLLABORATION

members of the EU, we place great importance on
protecting our research partnerships. We must
show them that this is at the core of our future rela-
tionship and our future priorities.

This is the year of decision, and it needs to be
the correct decision, for the sake of British research
and our international reputation. For too long,
this has been a binary discussion between the UK
Government and the European Commission. We
need now to work together to highlight thatitisin
the British national interest to form an association
agreement.

At the same time, we must also seek to extend
our wider international partnerships and to create
new opportunities as we seek to expand our global
collaborations. One initiative must not exclude
the other. We work and research under a single
horizon: we have done so for decades, and we must
do so in the decade to come. O

Weneeda
campaign thatwill
demonstrate to the
public the true value
of association with
Horizon Europe.

The debate

iven that the detail of Horizon Europe
Gcould take until 2021 to emerge, a fund-

ing gap could yet emerge in the coming
year even if the UK gains full association status. To
align with the research grant cycle and Primary
Investigators’ pre-planning, decisions are needed
urgently. However,a UK Government statement of
intent to associate would go some way to smooth-
ing planning.

There remain challenges in articulating the
benefits of association, as the economic analysis
struggles to reflect intangible benefits such as reg-
ulatoryalignment. Judgements of this kind cannot
be made on financial grounds alone.

Improved coordination across Government is
needed to nurture global collaboration and present
a coordinated front. The Government’s adminis-
trative machinery should aim to coordinate sever-
alkeyinterests; those of the Foreign and Common-
wealth Office and the Department for Internation-
al Trade in promoting the UK globally; the work of
the Home Office in its responsibility for immigra-
tion; and the responsibility of the Department for
Business, Energy and Industrial Strategy for set-
ting the overarching science policy framework.

As well as funding research, it is important to
consider continued support for innovation by
SME:s that has been provided by the European
Small and Medium Sized Enterprise Instrument.
Many policy makers are unaware of the extent to
which Innovate UK funding is combined with
Horizon 2020 and other funds, in particular in the
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regions. Historically, the UK has focussed more on
the research than on development. This balance
should be redressed. Collaborative innovation
with other countries is a way to leverage both trade
deals and inward investment.

The importance of the Erasmus programme
was highlighted: European students coming to
British institutions bring enormous value to UK
research. Yet, the UK receives many more Erasmus
students than it sends internationally.

The coming year will be critical for the UK to
protect and stabilise its present research capabil-
ities, to prepare funding for Horizon Europe and,
only then, on a firm base of strong international
collaboration, to look with confidence to bold
new projects. O

In the debate
following

the formal
presentations,

a number of
topics were
raised, including:
forward planning;
coordination
across
Government;
and the Erasmus
programme.

FURTHER INFORMATION

Changes and Choices — Advice of future frameworks for international
collaboration on research and innovation, published November 2019,
Report by Professor Sir Adrian Smith and Professor Graeme Reid.
https://assets.publishing.service.gov.uk/government/uploads/system/
uploads/attachment_data/file/844488/Changes_and_Choices.pdf

The UK’s approach to Negotiations with the EU, published February 2020
(Horizon Europe, Euratom, Copernicus and Erasmus mentioned page 23,
paras 20-21). https://assets.publishing.service.gov.uk/government/uploads/
system/uploads/attachment_data/file/868874/The_Future_Relationship_

with_the_EU.pdf
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Electricity storage isimportantforarange of applications, from telecommunications, through electric vehicles to
grid powermanagement. Batterytechnologies are the subjectof much research and developmentand were the
subjectofameeting ofthe Foundation for Science and Technology on 16 October2019.

Making better and better
batteries

Clare Grey

ProfessorClare Grey FRS is
the Geoffrey Moorhouse-
Gibson Professor of
Chemistry at Cambridge
University and a Fellow

of Pembroke College
Cambridge. Sheholdsa
Royal Society Professorship.
Professor Grey is currently
the directorof the EPSRC
Centre for Advanced
Materials for Integrated
Energy Systems (CAM-
IES)and isa member of

the Expert Panel of the
Faraday Institution. She

is aforeign member ofthe
American Academy of Arts &
Sciences, and a Fellow of the
Electrochemical Society and
the International Society of
Magnetic Resonance.

The energy density of
lithium-ion batteries
hasincreased due to
new materials and
better engineering,
but the technologyis
approachingits
theoretical limits.
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atteries are important for reducing carbon
B emissions and reducing pollution, but this

must be done in a sustainable manner.
While bodies like the Faraday Institution are
focussing on the automotive sector, an even big-
ger challenge is to make an impact on grid stor-
age, since with more and more renewables the
grid becomes increasingly unstable.

While we do need to scale-up our current
small batteries, simply making a fatter and thicker
battery will not be successful because the ions
cannot move fast enough to cover the longer dis-
tances they must travel.

The challenge is to make batteries cheaper,
lasting for at least seven years in the case of elec-
tric vehicles and 20-40 years in the case of the
grid. The automotive sector wants batteries that
can respond very quickly (e.g. regenerative brak-
ing in a hybrid system) and achieve an energy
density that suits all electric vehicles, while at the
same time being cost-effective.

Theoretical limits

Thelithjum-ion battery was invented more than 25
years ago. Its energy density has increased due to
new materials and better engineering. The price
has consequently gone down by a factor of more
than 10, but the technology is approaching its the-
oretical limits and new approaches are needed.

Why do batteries fail? The electrolyte is meta-
stable, and when batteries are charged a passivat-
inglayer on the anode, in particular, is required to
ensure stability. Heata battery up by, for example,
using a laptop on your lap, leaving your phone in
the sun, or charging your EV battery too rapidly,
and the materials will start to decompose - i.e.
your battery will start to degrade.

Then there are cost considerations as well as
issues concerning materials resources and capac-
ity challenges. In a LiCoO, system, only 50-60%
of the lithium can be extracted before it becomes
too unstable causing degradation and safety
issues. There isalot of chemistry still to be done!

SUMMARY

The challenge isto make batteries thatare
cheaperand lastlonger

® Understanding how batteries degrade may
highlight ways to improve performance

® Bigdataand Alwill help inthe development of
new technology

® Toachieveastep change intechnology, radical
innovation is necessary

® Amore comprehensive understanding - from
the atomic level to full-scale - willopen up new
opportunities.

For electric vehicles, LiCoO, is expensive and
there are a number of resource issues associated
with the cobalt. LiNiO, is cheaper and allows high
rates of charging but it too is unstable. To increase
stability, aluminium (along with Co) has tradi-
tionally been added but that results in a decrease
in capacity.

Using other materials such as lithium-nick-
el-manganese-cobalt-oxide batteries (NMCs)
allows capacity to be increased, but again involves
adding cobalt and thus more cost. Today there is
amove to materials such as ‘811’ (80% nickel, 10%
cobaltand 10% manganese). While thisisa good
compromise in terms of cobalt use, it is more
unstable because of the greater proportion of
nickel. One current Faraday Institution projectis
concerned with understanding how these batter-
ies degrade and then devising ways to mitigate
that, enabling greater use of nickel and less of
cobalt. Batteries that last longer are also, in the
long term, cheaper.

Silicon can combine with more lithium ions
per atom than carbon to give a higher energy den-
sity. The downside is that the material expands
and contracts as the lithium ions go in and out.
Battery materials that change size all the time are
not ideal, although that itself is not the biggest
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challenge - rather this expansion exposes fresh
surfaces in this process which in turn react with
the electrolyte. While car manufacturers are put-
ting small amounts of silicon in the batteries, they
are having to struggle with degradation issues.

Efforts to reduce cost include making cheaper
materials and, for example, thicker electrodes. It
may be possible to reduce the expense of the ‘sepa-
rators, i.e. the polymer films that physically separate
the anode and cathode from each other and the
packaging, but this all comes with a challenge. Mov-
ing ions through a thicker material takes longer
which reduces the power of the system: one active
area of research seeks to find ways to arrange the way
the particles in a material are packed together to
maximise porosity while also preserving energy
density and so maximising vehicle range.

Importantly, we need to increase longevity,
with reactions that do not cause degradation until
year 7 or 10 of a battery designed for the grid. To
do this in the timescales available to typical PhD
students, we will increasingly use extremely accu-
rate potentiostats to monitor the electrochemis-
try, coupled with big data and Al to help make
predictions. Andthen, of course, thisall hasto be
carried out in a sustainable way: battery produc-
tion has an inherent carbon footprint, after all.

The production of lithium ion batteries has
ramped up faster than most experts predicted. I
personally think we have enough lithium in the
world, that is not the challenge: sustainable min-
ing and recycling are (in the end we need to
reclaim the cobalt).

To achieve a step change, radical innovation is
necessary — and that is needed now if 2050 targets
are to be met. Could cheaper and more abundant
materials be used for batteries? For the cathode,
is it possible to move from lithium to materials
made from sodium and then to magnesium? For
the anode, are silicon and sulphur options? In
principle, these offer higher energy density bat-
teries. Sodium also allows manufacturers to
move away from the use of copper as the current
collector. However, sodium atoms are just that
much bigger, so this metal brings a penalty in
terms of energy density. Magnesium is a cheap
element, but has a 2+ charge, which makes it dif-
ficult to move, difficult to pull out of solution.

The ultimate lithium battery will be lithi-
um-air, in which oxygen is taken from the air. This
would have the same theoretical and practical
energy density as petrol (gasoline). However, the
technology currently has many of the challenges
of a fuel cell combined with many of the challeng-
es of a battery. The lithium ions and the oxygen
molecules have to react at an interface where the
electrons are supplied to make a solid product that
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isthen insulating. Remember, though, the issueis
not just about removing the lithium ions from a
material, when the battery is charged there has to
be a way to get the electrons in and out, so if this
material is an insulator, that becomes a challenge.

Solid-state batteries can be all ceramic or they
can contain polymeric components, a sort of
‘semi-solid-state. One of the challenges with these
systems is that if you have an all-ceramic system,
in order for it to work the lithium ions have to
move backwards and forwards between the cath-
ode and anode, through a solid-state electrolyte
(i.e. asolid with a crystal structure that allows the
Li ions to move quickly in it). Each contact
between ceramic particles has a ‘grain boundary
resistance, making it harder for the ions to move
between the particles. Asthe Liionsare pulled out
of one material and inserted into another, the par-
ticles expand and contract- and all of this has to
happen and to work over many cycles without the
particles and whole electrode structure cracking.

One avenue of research is examining redox
flow batteries. Thisisa route that could represent
the ultimate in battery technologies. The idea is
to take a battery but not have all the oxidised/
reduced materials in the same box or can, so to
speak. The oxidised and reduced materials can be
stored in separate tanks, and when you want elec-
tricity, you pump in the oxidised and reduced
materials into the electrochemical cells and you
get electrons out. Like a fuel cell, it must also be
possible to operate reversibly, so we need to be
able to reform the starting materials. It sounds
amazing. However, there are challenges and cur-
rently these batteries are no cheaper than conven-
tionallithium-ion technologies. But definitelyan
area to keep an eye on!

Looking forward
There is a need to understand better the way bat-
tery systems work: from the atomic level, to the
electrode, the cell and then to the whole packlevel.
For example, nuclear magnetic resonance - the
technique that my research group works on - per-
mits us to look at the lithium ions to see what they
get up to in-situ, while we cycle (charge and dis-
charge) the battery. This provides unique insights
into how things function, but also how they fail.
In the next five to 10 years, there will be new
combinations of technologies and indeed new
chemistries, coupled with increasingly responsive
battery management systems. I would also hope
that we will have enhanced sensors so that we can
follow what is happening (and respond) in real
time, in order to develop new strategies to mitigate
battery degradation and keep those electric vehi-
cles on the road for longer and longer times! O

We have enough
lithium in the world,
thatis not the
challenge:
sustainable mining
and recycling are (in
the end we need to
reclaim the cobalt).

To achieve a step
change, radical
innovationis
necessary - and that
is needed now if
2050 targets are to
be met. Could
cheaper and more
abundant materials
be used for
batteries?
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Building the industry of

tomorrow

lan Ellerington

he Faraday Institution was set up as part of

the Faraday Battery Challenge, one of the

tirst wave of the Government’s Industrial
Strategy Challenge Fund projects. Ithas three ele-
ments, the first of which was the establishment of
the Faraday Institution itself. Then there is the
_ research and innovation programme to help small
lan Ellerington is Head of companies through collaborative research and
Technology Transfer atthe development (run through Innovate UK). Finally,
Faraday Institution. He there is the UK Battery Industrialisation Centre,
Joined aftersixyearsin which includes elements of all of the technologies
central Governmentwhere
heworked ondesigningand  eeded for alarge-scale battery factory.
implementing innovation Together, that should be a compelling offer for
programmes in the energy anyone wanting to set up a battery industryin the
sector. lanis an engineer UK. Inaddition, it will give us time to develop our

who graduated from

Univgrsity of Cambridgewith ~ oWn technologies to make the UK world-leading
an MEngin Manufacturing in this area.

Engineeringin 1993 and The Foundation for Science and Technology

Is nowan experienced held a meeting on batteries in 2009 - one of sever-
technical managerwho has

worked with small, medium al where ithas addressed this topic - when Profes-

and large corporates, sor Brian Collins, then Chief Scientific Adviser at

academiaand Government.  the Department of Transport, and Neville Jack-
son of Ricardo, concluded that a mixture of tech-
nologies would need to be progressed because
building an electric vehicle was likely to be too
expensive for the foreseeable future. Costs would
have to come down by a factor of about 10 to be
competitive. It turns out they have now come
down by about 90% (a factor of 10) and they are
still coming down: they are expected to become
even cheaper over the next few years.

Now, the UK has a large automotive industry
which includes building engines. If the rest of the
world is moving to electrification and batteries,
this country needs to be there too. In fact, the
automotive industry will have to change because
future CO, emissions requirements cannot be
met with any other technology. Vehicle life is
around 15 years and it currently takes five years to
design a new model, so vehicles that are still road-
worthyin 20 years need to be designed with tech-
nologies which are available today.

If the rest of the Thus, the next generation of vehicle has to be
world is moving to ‘battery-capable. If the UK is going to stay in the
electrification and automotive industry, it must have access to batter-
batteries, this ies, which means a battery industry. We can either
country needs to be build them from scratch ourselves, or else attract
there too. overseas manufacturersinto the country — or both.
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SUMMARY

® The automotive industry will not be able to meet
future emissions requirements without switching
to electric power

® Vehicles being designed today mustbe ‘battery
capable’

e QOthersectors, from household appliancesto the
electricity grid, will all employ battery technology
inthe future

® The Faraday Institution is bringing together
researchers, industry and the education sector

® (reating abatteryindustryinthe UK will take at
leasta decade: itis a long-term project.

It might seem surprising that electric vehicles
can be cost-effective. Our research suggests that
they will be cost-comparable with combus-
tion-engine alternatives by 2025. Indeed, the
European Battery Alliance predicts 2022! Even
today,a BMW Mini has the same list price for pet-
rol and battery versions.

Batteries are not just important for the auto-
motive sector. Dyson have stated they cannot
envisage the next generation of vacuum cleaners
with a cord, so I think we are going to see more
and more items that move over to being cordless
and running off batteries. Then of course there
are opportunities for grid energy storage.

The research base

To build this industry securely, it is important to
have a strong research base and that is where the
Faraday Institution comes in. Our remitis ‘appli-
cation-inspired research, which is subtly different
from typical Research Council work because we
are not seeking pure knowledge in the hope of
impact, we are seeking specific impact and creat-
inga programme to deliver that.

Figure 1 illustrates a set of research pro-
grammes which we need to carry through. The
first group is about understanding lithium-ion
batteries. The next generation of vehicles is going
to be designed with these because that is what is
available now. Still using current technology, is
there a smarter way to build batteries? Are there
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Figure 1. Battery technology research programmes

Application-inspired research to address known technical performance gaps

| Researchbegan2018
| Research to begin Sept 2019

| Multi-scale modelling
Extending battery life

Recycling and reuse
Physical infrastructure (computing)
Battery characterisation

| Sodium ion batteries
| Lithium cathode materials
| Electrode manufacturing

BATTERY TECHNOLOGIES

We are working with
20 of the UK’s best
researchteams
across different
universities and
encouraging them to
collaborate, pooling
theircombined
knowledge to give
the maximum
opportunity for
industrial success.

| Lithium sulphur batteries
| Solid state batteries

Source: The Faraday Institution

different techniques to manufacture electrodes?
Then what are the next-generation materials that
can drive better performance, safety, energy-den-
sity and cost?

Looking to that next generation, sodium will
be more readily available and cheaper than lithi-
um while allowing other applications. Ithastobe
recognised, though, that there is a debate about
whether lower costs will really compensate for a
potential drop in performance.

Some research is looking even further ahead,
to solid-state batteries and lithium-sulphur bat-
teries. These research projects are investigating
the main challenges that are hindering commer-
cialisation of these technologies.

Partnerships

We are working with 20 of the UK’s best research
teams across different universities and encourag-
ing them to collaborate, pooling their combined
knowledge to give the maximum opportunity for
industrial success.

We have patent applications on battery recy-
cling, on instrumentation techniques and one pat-
ent application for a new electrolyte material. All
ofthese things have immediate application to some
of the companies the Institution is working with.

As well as university partners, we have indus-
trial partners — everything from small spin-outs
to medium sized engineering companies like Wil-
liams and big motor manufacturers such as Nis-
san, Toyota and Jaguar Land Rover. Then thereis
the chemicals supply chain, which is one of the
UKs strengths but is often forgotten. With these
businesses, we are looking across our research
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programme and shaping some short-term focus
projects to answer genuine problems or issues
that they have.

Our entrepreneur fellowships are generating
some really great ideas for the research pro-
gramme. We are sponsoring individual research-
ers to investigate the feasibility of spin-out compa-
nies and helping to create them, by finding the
right partners and investments in order for them to
make maximum use of the research programme.

Now, the research and technical side is not
sufficient to start an industry, so investment is
also going into skills and education in order to
deliver a pipeline from schools through to uni-
versities. That way, we will have the people we
need to make it successful.

We are also looking at how the technologies
that we are creating can be applied in other indus-
tries. We are researching insight reports on topics
such as the size of the market for battery systems
in emerging markets for micro-grids and using
thatasa springboard for some of the smaller com-
panies to build systems.

The Faraday Programme is for the long term.
To carry out the fundamental research, under-
stand the opportunities, build the skills and build
the industry itself, will require a decade at the
minimum. UK researchers and innovators need
this sustained opportunity in order to be success-
ful and build an industry for tomorrow. O

The research and technical side is not sufficient to
start an industry, so investment is also going into
skills and education to deliver a pipeline.
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Scaling up new technologies

ChristopherLee

Ay
DrChristopher Lee obtained
his PhD at the University of
Albertain 2002 in Inorganic
Chemistry, developing
electrocatalysts for direct
methanol fuel cells. He was

apostdoctoral fellow atthe
University of Southampton
(2002-2005) developing
high-throughput methods for
synthesis and screening of
electrocatalysts for polymer
electrolyte membrane

fuel cells. Heis currently
aTechnical Directorat

llika, responsible forthe
developmentoflarge format
solid-state batteries.
HeisamemberofThe
Electrochemical Society and
ofthe American Chemical
Society.

The technologyis
difficult. Thatis
where the
Government’s
supportand
academic expertise
reallycomein.
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lika started developing solid-state battery

components and materials using its propri-

etary high-throughput platform in 2008.
Over the past five years, that platform has been
used to develop a production method for thin-
film, solid-state batteries. These are very usefulin
biomedical devices and remote sensors, but they
are too small to power a car.

So now we want to take that experience and
build a solid-state battery, using production tech-
niques that are more amenable to scale-up and
that are more familiar to lithium-ion battery
manufacturing.

Ilika has established a pre-pilot plant outside
Southampton to develop the fundamental manu-
facturing processes for large format solid-state
batteries. ‘Large format’ here means about the
size of an A5 or an A6 piece of paper. Our objec-
tive is to become UK experts on manufacturing
processes for solid-state batteries.

We think solid-state batteries have significant
advantages. They are dense, compact energy
stores, made only of solid materials. Essentially,
these are the same as lithium-ion batteries but
with the liquids and plastics taken out, and
instead made with ceramic - something that is
inherently safe and will not burn.

Range, safety, performance

The range, safety, efficiency and performance of
avehicle can all be increased because you can get
up to 40% more energy into the same amount of
mass, i.e. theamount of energy per unit of volume
is higher, so cars can go further and weigh less, be
more efficient and be more safe.

We see solid-state batteries as an enabling
technology for the uptake of electric vehicles. The
public have concerns about electric vehicles, in
terms of range, safety, recharge time. Solid-state
batteries do not contain flammable electrolytes,
they are able to operate over a much wider tem-
perature range and they are going to provide
higher energy densities.

However, we do not have them yet! The tech-
nology is difficult. That is where the Govern-
ment’s support and academic expertise really
comein. The technical challenges involve under-
standing the characteristics of the materials. Do
they have the right capacities? Do they have the
right thermodynamic compatibilities? Do they
have the right kinetics in terms of transporting

SUMMARY

® |likais developing the fundamental
manufacturing processes for large format solid-
state batteries

® Solid-state batteries are dense, compact energy
stores made of solid materials

® Solid-state batteries are inherently safe and will
notburn

e We wantto take insights from micro-battery
projects and apply themto larger formats

® Akeychallenge isto provide a transition
between conventional lithium-ion battery
manufacture and solid-state batteries.

lithium ions through the interfaces? If every bat-
teryhas millions of grains of sand in it and lithium
has to move from one grain to another, thisis a
torturous journey. In addition, when these sub-
stances expand and contract, stresses and strains
build up. Above all, though, the batteries must
not fall to pieces.

In particular, we are looking at making com-
posite electrode structures that mitigate some of
these effects. This is being taken forward within
one large project, the Ilika Goliath Solid-state
Battery programme which is supported partly by
our commercial partners and partly by Govern-
ment via the Faraday Battery Challenge. Our
focus is to take formulations and chemistry that
we have studied on the micro-battery scale and
put them into larger format batteries.

Our Power Line project looks at aspects of
power production and the materials supply chain,
in the light of the chemistries that can be used to
make solid electrolytes and necessary additives
that are not readily available at large-scale. Stan-
dard cathodes, anodes, powders and the like are
available, but not solid electrolytes yet. The focus
of this project is for fast-charging and a
user-friendly experience.

The Granite project is looking at the gap
between solid-state battery manufacture and lith-
ium-ion battery manufacture - and how to
achieve a good transition between the two. Oth-
erwise the industry will have to wait 10 years for
existing lithium-ion facilities to expire. How can
that transition be made as easy and straightfor-
ward as possible? O
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Delivering maximum power
with maximum energy

Rob Millar

SUMMARY

® (Qurgoalisto create a battery with both high
energy and very high power

® Ahybrid module would be one way to achieve this

® Modelling helpsin understanding cell
performance

e Efficiency gains can be achieved through the use
ofinnovative materials.

illiams is known to most people as a

Formula One team. Less well-known

is its technology commercialisation
business. Williams F1 spends millions of pounds
to send two cars around a track each year - we
then apply the products of that investment across
other industries.

In the high-performance hybrid and EV pro-
pulsion sector, our aim is to take a cell and turn it
into a pack. So welookat the commercially-avail-
able cells, screen them to identify the best one for
a given application and then seek to transform
that into a module. A module is one of the

sub-components of the pack and is the funda-
mental building block that every manufacturer
uses. Then we have to transform multiple mod-
ules into a pack which can be used in different
applications.

There are a huge number of different cells
available today, each exhibiting specific charac-
teristics in terms of power and energy. There are
cells made specifically for motorsport, which are
super-high in terms of the power capability
(around 18kW/kg) but with very low energy den-
sity perhaps under 100Wh/kg. At the other end
of the scale are high energy-capacity cells (around
280Wh/kg) which tend to have limited (less than
1kW/kg) power capability (see Figure 1).

Hybrid approach

The challenge is to create a battery with both very
high energy and very high power. One possibility,
which WAE has been pursuing, is a hybrid mod-
ule. This uses two different types of cell - an ener-
gy cell and a power cell in combination, with a
converter that shuttles power between the two.
The concept is relatively simple but it has not been
deliverable until fairly recently and even then

Figure 1. Battery technologies.
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Source: Williams Advanced Engineering
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The challenge is to
create a battery with
bothvery high energy
and very high power.
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5

WILLIAMS

Williams aims to create a battery with high power, high energy, and a
high cell/module conversion ratio

only for quite specific applications. As higher

capacity energy cells come to market, this kind of

product will become much more feasible.
Another aspect concerns the algorithms we

canapplyin batterymanagement. WhenIarrived
at WAE, I inherited what looked like a totally
crazy battery management system which had the
highest-powered processor thatI had ever seen in
an automotive application. Yet we were making
relatively little use of it.

We had the opportunity to work with people
like Greg Offer at Imperial, taking the modelling
capability that he was generating through the Far-
aday Institution and applying that to our manage-
ment system - giving more power and more capa-
bility. Modelling cell performance closely helps
us understand the cell’s operating limits — and
therefore the possibility to use more of the energy,
do faster charging and generally, get better results.

The cutting edge

An important part of what we do relates to the a
mechanical and thermal side of batteries, taking
the available cells and combining them in the
most efficient ways possible. Fundamentally, that
isabout taking the minimum number of ancillary
materials that need to be added to the cells in
order to create a module and then a pack. We
achieve this through innovative techniques and
new materials to deliver the most efficient mod-
ule that we can from an energy and power-densi-
ty perspective. This is at the cutting edge of bat-
tery development. O

The debate

In the debate
following the
presentations,
participants
raised points
about recycling,
decentralised
electricity
distribution,
connection
standards and
the STEM talent
pipeline.
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ecycling is a major concern - this must be
Kaken into account at design stage. Recy-
ling facilities need to be created here in
the UK if we are to avoid shipping material
abroad. The recycling rate for traditional lead-ac-
id batteries is around 99%, yet the figure for lithi-
um-ion batteries is closer to 10%. The significant
material challenges that still needed to be over-
come with solid-state batteries and the challenges
of scaling up the technology may mean that 2025
is too soon for them to be commercially viable.

Decentralised model

There is an urgent need to develop products that
can be used by the national grid: these could make
amore decentralised model of electricity distri-
bution achievable. There may be some overlap
with automotive use of batteries: consumers
could use their car batteries to help power their
homes while parked. An alternative strategy
might favour having energy storage closer to the
production of energy - this may be more feasible

in the short term in terms of the costs of produc-
ing grid-scale storage. As there are likely to be a
number of competing battery technologies, a uni-
versal connection standard will be necessary to
ensure interoperability between different manu-
factures and technologies.

The USA is investing significant sums into
research and there is more risk appetite there
which allows for greater experimentation. The
UK can also learn from other countries in the
application of longer term investment. There is a
need to expand and deepen the STEM talent pipe-
line for this new industry. The Faraday Institution
has an important role in this area. O

FURTHER INFORMATION

Faraday Battery Challenge https://www.gov.
uk/government/collections/faraday-battery-
challenge-industrial-strategy-challenge-fund
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DRONES

Dronetechnology hascome along wayinthe pastfew years. Butwhatmore needsto be done - in
technology andin regulation - to maximise its potential? Thiswasthe subject of a meeting ofthe
Foundation for Science and Technology on 20 November2019.

A technology with huge

potential

Elaine Whyte

SUMMARY

® Drones could be worth £42 billion to the UK
economy by 2030

® Societal acceptance is a key factorthat s often
overlooked

® Dronesare used more and more in surveyingand
inspections

® Some form of traffic management forlow-level
airspace will be necessary

® Toachieve widespread acceptance of this

technology, there needs to be an expansion of
regulation.

rones are one more way to collect data
D and PwC is a company that works on
data. We undertook an economic study
in May 2018 and from that we predicted that by
2030 drones could be worth as much as £42 bil-
lion to the UK economy - that is nearly 2% of
GDP, a substantial amount of money. However,
in order to achieve that we believe there are three
keyareas that need to develop. Weneed to see: an
expansion of regulation; an advance in technolo-
gy; and, most importantly, societal acceptance.
Societal acceptance is a key factor that often gets
overlooked. There is a regulator - the Civil Avia-
tion Authority — and this helps to create the trust
that is so necessary in order to develop this tech-
nologyand use it across many commercial sectors.
Drones come in different shapes and sizes -
and terminology. In the defence sector, these
devices are called ‘unmanned aerial vehicles’ —
something that transports a sensor of some
description into a higher position than the eye
canreach. Thatsensor is collecting data — it could
be thermal-imaging data, it could be photograph-
ic data - indeed, many different types of sensors
can be mounted on these devices. It collects the
data which have to be sent back to a ground sta-
tion where it can be analysed and interpreted. I
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will use the term ‘drone’ for the whole system.

The most mature industrial use of this technol-
ogyis,I would suggest, in filming. In the Blue Plan-
et TV series a couple of years ago, we were able to
see creatures in their own environment, up-close,
because the film crew had adrone. We, the viewers
athome, gained insights we had not seen before.

That is, in its simplest form, the benefit of
drones today - a different insight into something
in our environment. And they can do thisbecause
they are quicker, cheaper and more accurate than
existing methods.

Today, drones are being used more and more
in surveying and inspection work. However, we
are still along way from a taxi service to hop from
one urban city environment to another. Closerin
time, they may soon be used as a delivery mecha-
nism - Amazon predict this should be feasible
within five years.

Social intrusion

At PwC we undertook a survey to see how ready
people are to see drones flying around. They are
quite noisy and there is a sense of intrusion when
you see them. The results indicated that, when it
comes to a ‘risk-to-life’ scenario such as a search-
and-rescue situation, more than 80% of people
are happy to see drones used. So there may be an
increased uptake of this technology within the
public services, including police and the fire-and-
rescue services.

Asasociety, we do not yet seem ready for them
to be used for packaged delivery. If, though, they
could be used to deliver packaged medicines to
somebody who is unable to go and collect their
prescription, one can begin to see it as a tech-
nology that is being used for the good of society.

In 2018, a very complex series of experiments

Elaine Whyte is UK Drones
Lead atPwC. Achartered
engineerwith 20 years of
experience in the Royal
AirForce, she has formed
adrones specialistteam.
Elaineisadvising clients on
how to position and exploit
this emerging technology
toachieve a competitive
advantage. Keento develop
drones as a ‘Technology
forGood’, she aims to drive
benefits forsociety and gain
the supportthatis needed
toputthe UKatthe leading
edge of development.

If drones could be used to deliver packaged
medicines one can begin to see it as a technology
that is being used for the good of society.
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Where drones are
being used most
effectivelyis by
those withreal,
deep, sector
knowledge who use
them as one tool
among the many they
employin their day-
to-day work.

was conducted at Manchester Airport, which isa
controlled airspace. In one of these, a drone was
used to transporta commercial part from one side
of the airport to the other. This sounds quite
straightforward but the right controls have to be
in place for it to happen safely. The benefitlies in
being able to save an hour - the time needed to
transport it by road around the site. Everyone
benefits from reductions in aircraft delays in that
kind of environment.

Network Rail has 12 or 13 trains that are sent
out to inspect the tracks and predict where the
next faults will be. They also have one manned
helicopter that does the same. Itis quite possible
to foresee a future where a swarm of drones can go
out to collect data and so prevent delays.

Asasociety, we can accept Network Rail using
dronesbecause they are being used in a controlled
and benign environment. Equally, in the oil and
gas sector, we do not see or hear them, so there is
no intrusion from a privacy perspective.

Societal acceptance

When it comes to delivery, I think a lot needs to
change to gain societal acceptance. Take regula-
tion: at present the drone must be within visual
line-of-sight of the operator. To fly beyond line-

For this technology to be used widely, some form of
traffic management for lower parts of the airspace is
needed. Standards and regulations must change.
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of-sight requires special authority from the CAA:
for that the right safety case is needed. The regu-
lator is there to protect the safety of the airspace
- to protect our safety. From my background asa
Safety and Airworthiness Engineer, that is the
foremost consideration in the development of
this technology.

Permission is only given in special cases. Yet
for this technology to be used widely, some form
of traffic management for lower parts of the air-
space is needed. That is complicated: standards
and regulations need to change and systems
developed to support the new dispensation.

There are so many opportunities, in savings of
time and energy as well as enhanced safety,
through using drone technology rather than
using traditional inspection methodologies (and
our report predicted £16 billion of productivity
savings). Yet to achieve these, we need to see the
growth and expansion of regulation.

To successfully apply a drone technology in a
particular sector, experience suggests that you
need to have a familiarity with that sector first.
Where I see drones being used most effectively in
the surveying context is by people who were sur-
veyors first and then picked up a drone and used
itas a tool. While we are seeing more and more
drone company start-ups, the real successes are
being achieved by those with real, deep, sector
knowledge who use drones as one more tool in
addition to the other methods they employ in
their day-to-day work. O
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DRONES

A means of exploring the most
hazardous environments

Tom Scott

SUMMARY

The nuclearsite of Sellafield is an excellent place
to demonstrate the benefits of drone technology
forimproving safety and reducing cost

® Dronesand robots can repeatthe same task
exactly, time aftertime

® Drones can carry outinspections at height
quickly, efficiently and at much lower cost than
with human labour

® The ability to fly beyond line-of-sight will be
increasingly important

® Dronesare a great way to enthuse young people
aboutscience and engineering.

rones represent, for the UK and globally,

a huge economic opportunity. For the

industries that Iworkin, thereisan amaz-
ing opportunity for cost savings in inspection and
surveying. Asanuclear materials specialist, drones
and other types of robots allow me to collect senso-
ry data from places that matter (invariably where
there are radioactive hazards) and then to quantify
that hazard and work out if the area is safe for a
human being to enter. The drone can go into that
location and I can stay at a safe distance!

Sellafield has a great deal of infrastructure on
averysmallarea ofland. Itis high-risk infrastruc-
ture with very significant nuclear assets and
nuclear materials. Much of its £2 billion annual
running cost is dedicated to the safety measures
that are needed to protect the people that work
there. So what better place than Sellafield to
demonstrate that drone technology can improve
on safety and at the same time reduce costs?

I and my team were the first people to fly a
drone on a UK nuclear site. We conducted 15
flights over a three-day period at Sellafield. We
were given different parts of the site to try out the
technology and we demonstrated, without any
incidents, that we could not only record radiation
databut we could give a pretty good indication as
to what materials lay in which buildings.

Now, in the nuclear sector the potential value
of developing robotic technologies is very signif-
icant, helping to deliver some of the cost savings
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that the industry has signed up to in its Sector
Deal, notionally a 20% reduction in decommis-
sioning costs by 2030. Robots remove the cost of
placing a person in a dangerous environment and
make the whole situation inherently safer. In
addition, a robot is very good at repeating things
again and again (and it does not need a break to
eat or sleep), so productivity can go up.

A wide range of tasks

In fact, drones can be used to do a wide range of
tasks. They can do roof inspections, for example:
this may seem a simple operation but roof inspec-
tions are quite important. Allin all, roof or build-
ing inspections have traditionally taken some-
thing like six months, with proper scaffolding and
specially-trained operatives used to working at
height. A drone on the other hand can complete
the exercise in a morning, gathering the same
quality of survey for a fraction of the costand time.

Drones in an emergency response context are
also potentially incredibly valuable. Put thekitin
the back of a vehicle and it may be just a handful
of minutes between parking that vehicle and hav-
ing the drone in the air. It can be recording ther-
mal imaging, radiation data, laser scanning; lots
of different types of sensors recording different
types of information and at very short notice.
Many of these sensors can transfer data in real
time, such that the operator or the ground crew
has an amazing situational awareness, and that is
really very important.

For radiological inspection, three things are
veryimportant. The firstis repeatability: someone
on the ground, asked to repeat a survey, will not
walk exactly the same path they walked the first
time. With a drone, though (and I have done this
in Japan, many times on nuclear sites), just reload
the previous mission specification and press ‘go.
Within 1-2% positional error, the result is the same
surveyaslasttime. So you can compare apples with
apples, as opposed to apples with pears.

Another reason for removing humans in radi-
ation surveys is that a human is a walking bag of
water. Now, water is really good at blocking radi-
ation, so if there are different radiation sources, a
human is going to block some of the radiation that
would otherwise reach the detector, causing an

\ 4
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What better place
than Sellafield to
demonstrate that
drone technology
canimprove on
safety and at the
same time reduce
costs?
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From our drone
measurements

we know thatin

the centre of the

Red Forest near
Chernobyl, ahuman
might get a dose of
radiation that could
be lethal, even after
justacouple of hours.

There will have to be
aconvergence
between the
technologyitself,
societal acceptance
(people do notwant
to be overlooked by
drones but they do
want them to be used
to save people’s
lives), and the
evolution of
regulation.
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under-read. A droneisgenerally carbon fibreand
aluminium which is very poor at blocking radia-
tion. So there is much greater sensitivity and no
human-induced error. In addition, humans do
not have to enter a site of hazardous radiation.

To use the example of Chernobyl: in 1986, they
did not have drone technology nor a means of
real-time measurement and mapping of radia-
tion. Instead, they used helicopters to fly from
location to location and take point measurements
and ground samples: they then interpolated the
data to form a map whichis very crude in terms of
spatial resolution.

Today we can do it very differently. From our
drone measurements we know that in the centre of
the Red Forest near Chernobyl, a human might get
a dose of radiation that could be lethal, even after
just a handful of hours. So, drones can be used
instead and, indeed, several types can be considered.
A fixed wing machine can fly across large areas: if
something of interest is indicated, a multi-rotor can
go in flying lower and slower, covering a much
smaller target area but providing a higher sensitivity
and spatial resolution — the multi-rotors cannot fly
as fast and or as long, so it is important to use the
right tool for the right part of the job.

Looking forward

For the development of this technology, there will
have to be a convergence between the technology
itself, societal acceptance (people do not want to
be overlooked by drones but they do want them to
be used to save people’s lives), and the evolution
of regulation.

For many applications, a key factor is flying
beyond line-of-sight. If the pilot cannot see a
drone well enough to properly control it, then it
should not be going that far in the first place. To
fly beyond line of sight requires methods which
allow the same degree of control, ensuring an
awareness of potential nearby objects so that col-
lisions can be avoided.

Some off-the-shelf drone systems have BVLOS
(Beyond Visual Line Of Sight) technology built in.
It is usually based on cameras or acoustic centres
which are distributed around and underneath the
machines so they can understand where they are
relative to the ground and any nearby objects.
They will also have built in software to automati-
callyavoid objects that are in close proximity — it is
very useful and still developing.

For flying around Chernobyl, because we were
flying very close to the reactor building and the
confinement structure, we had to calculate the
kinetic energy each drone would have at full speed,
to show that they would not damage the new safe
confinement building in the case of impact. For

every single flight, we had to phone into security
before take-off, we had to phone the regulator as
well, and as soon as we had landed we had to phone
in again and let them know we had finished.

In late 2019, there was a breakthrough - the
tirst BVLOS demonstration was carried out in
Cumbria by Blue Bear (who work with the Uni-
versity of Bristol). However, while technically
beyond the line of sight, there was still a safety
pilot who was in line-of-sight and ready to take
back control in case anything went wrong.

To realise the full value of drones, beyond-line-
of-sight flying is needed. For that to happen, there
must be, first, a proven detect-and-avoid system
onboard - and that must be approved specifically
for the type of airspace, application and airframe.
There is no point in having an avoidance system
which is too heavy for the drone to carry!

The drone needs what the Civil Aviation
Authority calls ‘electronic conspicuity, essential-
ly some kind of transponder device so that sys-
tems on the ground can understand where it is at
any moment. That capability then offers the pos-
sibility of an air traffic management system.

Finally, the drone system must have very good
communications with the people who are in
charge of it, who are either operating or monitor-
ing it. That could mean standard directional
radio telemetry (standard radio control), but the
development of 5G-enabled networks in all towns
and cities across Britain could help unlock
beyond-line-of-sight flying for activities such as
deliveries. It is already possible to do this with
satellites and satellite uplinks, but that is a rela-
tively costly option.

I have two children who grew up with drones on
the kitchen table and many kids receive small
drones as presents today. I do a lot of outreach
work with schools and drones are a great way to
unlocka child’s interest in engineering and science:
itteaches everything from gravity to radiocommu-
nication and batteries. Learning can be extended
tounderstand different types of sensors that might
go onto the drone and help understand global posi-
tioning. Thisisareally great way of enthusing chil-
dren about science and engineering!

Drones represent a very significant opportuni-
ty for the UK. We are currently a world leader in
this area and we should push to stay at the fore-
front of technology development. We do need to
evolve regulation and legislation, but we need to
do this sensibly with due consideration for the
good and the bad. And we should not forget the
benefits from young people having access to robot
technologies: itis the engineers of tomorrow who
will have to solve many of the environmental
issues we have created for ourselves today. ]

fst journal www.foundation.org.uk



DRONES

Getting the full picture

Pae Natwilai

SUMMARY

e Different data streams can now be overlaid and
theresults viewed in real-time

® Real-time mapping will allow dynamic
adjustment of drone flights

® Multipleimaging and time-sequencing can be
appliedtoinspections

® Newtechnologies needto align to existing work
patterns

® Thistype oftechnology can be used to both track
and predictchange.

nance within the oil and gasindustry. Iwould

walk around sites, climbing stairs and taking
photographs while carrying a hard drive full of
different types of information (reports, x-rays, etc)
allin order to understand the lifecycle of the struc-
ture. About five yearsago, Irealised I could replace
my way of doing data capture by finding a way to
control drones in the air.

But Trik, the company I founded, is not just
about physically controlling drones: it is a suite of
3D analytic software for structural inspections. It
enables data capture from drones and other devic-
es followed by analysis and interpretation, mainly
for survey and inspection situations.

In the past couple of years, the technology has
been developing rapidly. Instead of collecting
data, feeding it into a computer and waiting for the
analysis to emerge after days or even weeks, cloud
computing allows everything to be uploaded, pro-
cessed at higher speeds and then streamed back
down to the end-user.

I have a background in inspection and mainte-

Real-time streaming
Itis now possible to have real-time streaming and,
even from the other side of the world, see just
what the drone is seeing. 3D modelling, 3D ana-
lytics, defect detection with machine learning, all
can now be done in real time. Trik is a cloud-
based platform where people feed data in from
drones and are then able to analyse this for asset
management or other data-analytic applications.
It can convert photographs from drones into a
3D model, but also combine this with other data
types, so for example laser scans, photos taken
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with mobile phones, or a design drawing. Impor-
tantly, these multiple data sources can be overlaid
on top of one another, because each type of infor-
mation on its own is not as useful as when compar-
ingitall together.

I expect that, in the near future, it will be possi-
ble to carry out real-time mapping while the drone
isflying. The user will be able to see the 3D model
being gradually generated, in real time, on their
hand-held device. This is crucial because it will
give alot of flexibility. Seeing the result of the data
analysisin real time allows the operator to vary the
drones flightpath to collect additional data to sup-
plement those results as they appear.

One of thekey problems I found when carrying
out manual inspections was that when I had a set
of photographs and I wanted to examine, say, one
corner of a building, I would want to see all the
photos of that aspect over the past 10 years. Yet
that meant opening 20, 30, 40 folders and going
through them one at a time (one large building
may have 2,500 photos). However, all the close-up
photos of the windows looked exactly the same, so
it was almost impossible to tell where a particular
photo came from. This is the common experience
of people utilising this kind of data. So one of the
features built into our system is the ability to click
anywhere on the 3D image and see every single
photograph, every single laser scan, every single
piece of information for that point.

Reporting

Notonly is it now possible to easily search through
information, the same point can be examined
through time (and projections made of the future
as well). Yet it has been designed so that the
analysis can be printed out on a typical 2D printer
- no matter how fancy the technology is, users
still want to print out a report and add a signature
in order to get paid at the end of the day!

An important consideration for those of us
who develop technology is to design it so that peo-
ple do not need to change their working patterns
immediately but can gradually adapt to new pro-
cedures over time. Keeping thisin mind helpsalot
of our clients to start utilising drones and 3D
imaging technologies.

A drone can map a building, but equally it can
map awhole town. Yet that generates alot of data!
We have a client who sends us 30TB of dataon a

Pae Natwilaiis aninnovator
andtechnologistindrone
innovation and digital
construction. As CEO and
founder of Trik, she has
developed and launched
software thatuses drone
photographyto create
real-time 3D mapping

of buildings and other
architectural structures.
The development of Trik
began when Pae researched
intuitive ways of controlling
drones forher Master’s
project. Shethenstruckon
the businessidea of using
dronestoinspectlarge
structures, such as multi-
storey buildings, bridges and
oil rigs.

Animportant
consideration for
those of us who
develop technology
istodesignitso
that people do not
need to change their
working patterns
immediately but
can gradually adapt
to new procedures
over time.
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With 5G arriving, many people are looking for a
way to digitally map all their assets in order to
optimise their equipment and roll-out.

survey. Itisreally difficult for a single computer to
open the file, so we have to find a way to optimise
itin order to dynamically see different resolutions
on the go. In Google Maps, as you zoom in, more
and more information is downloaded. Trik does
something similar, but it also has to be enabled for
all types of platform.

I come from Thailand, a developing country. I
want to make something that people in my coun-
try can use without spending a fortune: the tech-
nology has to be optimised in order to create
something that people can actually use.

We were recently awarded an Innovate UK
grant from the Department for Transport to devel-
op the system that people can access, not just
through the web or a tablet, but also in a VR envi-
ronment in real time. Right now, to stream the

information through VR, it typically has to be
downloaded first: so the data is never actually live.
Bybuilding in 3D Al functionality, defect detec-
tion and object recognition can also take place in
real time, vialive-feed video. People can use this to
track progress and track change. Soit canbelinked
to project management, to cost, or to any other
forecast of resource. Thiskind of automated meth-
od will allow us to predict in the future where the
project is going to be delayed and when that will
happen - and offer the opportunity to prevent it.
This type of technology is not just relevant to
buildings, butis being used in the rail industry, on
bridge inspections, and more recently on pow-
er-transmission towers and mobile phone masts.
With 5G arriving, many people - in the UK and
abroad - are looking for a way to digitally map all
their assets in order to optimise their equipment
and roll-out. The opportunity for drone-based
technologyand digital data is massive, but we have
to find ways to enable people to move easily from
existing processes to these digital technologies. (J

The debate

Discussion after he public perception of drones is a major
the presentations concern: the Gatwick incident of 2018, in
included public particular, may have influenced public

acceptance, opinion of the technology. On the other hand,
detection and more positive news stories are appearing about
countermeasures.  dronesand how they can benefit society.

FURTHER INFORMATION

Nesta: Flying high — shaping the future of drones in UK cities
https://media.nesta.org.uk/documents/Flying-High-full-report-and-
appendices.pdf

Sellafield case study
www.gov.uk/government/case-studies/sellafield-remotely-operated-
unmanned-aerial-vehicle-combined-with-radiation-mapping-software

Disruptive Change in Unmanned Aerial Systems, Nuclear Facilities, and
Radiological Protection: A Review of US and French Developments
www.bnl.gov/isd/documents/94219.pdf

Trik http://gettrik.com

PwC: Skies without limits — the impact of drones on the UK economy

www.pwc.co.uk/issues/intelligent-digital/the-impact-of-drones-on-the-uk-
economy.html
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Local authorities are becoming more accepting
of drone technology. Furthermore, sales of recre-
ational drones have increased in recent years,
which may also be an indication of an increasingly
positive public opinion of the technology.

The possibility of criminal uses of drone tech-
nology and the use of drone countermeasures was
raised. A commonly cited example is the use of
drones to deliver drugs into prisons. Yet, when a
new technology emerges, there are always people
who attempt to use it in a negative way. The first
step to preventing a potential incident is to ensure
drones can be tracked in the first place. Thiscanbe
done using radio waves, radar or thermal imaging.

The development of countermeasures against
drones has received funding in the past year. One
of the most promising counter-drone technologies
is a type of tight-band radio signal which disrupts
the radio signal controlling the drone. However,
this can only be used for radio-controlled drones.

Organisations should have risk assessments in
place for droneincidents. A change in regulation to
allow drones to flybeyond visualline of sight would
be a key step forward, but advances in other tech-
nologies are also needed. For example, advancesin
battery technology and in sensor technology would
make drones weigh less. Greater resilience to
adverse weather would also increase the range of
applications in which they can be deployed. O
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HEALTH DATA

Whatare the bestways to use the data broughttogether by the NHS and how canvalue be extracted without
compromisingthe rights of patientsand the public? Thatwasthe subjectunderdiscussion ata meeting ofthe
FoundationforScience and Technology held on 4 December2019.

Making best use of NHS data

Saira Ghafur

SUMMARY

® Properuse of NHS data could have a significant
effectonthe quality of care

® Aclearframework covering privacy, ethics and
securityis needed

® (Gainingan appropriate financial return forthe
use of data depends on understandingits real
worth

® Muchofthe NHS’s data is fragmented, although
itcould possibly be linked together

® Forthe publictotrustthe NHS, itmust operate
transparently and respect people’s privacy.

This meeting took place before the onset
of the Covid-19 pandemic. There will be
an update on this topic in the next issue of
FST Journal.

The NHS in England collects a huge
amount of data year-in, year-out. Itholds
one of the most comprehensive longitudi-
nal patient datasets in the world. Properly utilised
and connected, this data could have a significant
effect on the quality and sustainability of care.

However, the NHS does not currently have the
resources and skills to capture the full value of its
data. Itisinvesting significantly in strengthening
its own capabilities, such as the NHS Digital
Academy, while it is also relying increasingly on
partnerships with industry to extract utility from
its datasets.

Policy framework

For these efforts to be successful and acceptable to
the public, they need to be governed by a clear
framework that robustly addresses questions of
privacy, ethics and security. The policy frame-
work in the UK has been developing rapidly over
the past year or so, and this includes the publica-
tion of the Code of Conduct for Data-Driven
Health and Technology, the proposed launch of
the Centre of Expertise by the Office of Life Sci-
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ences and also the creation of NHSX in July 2019.

Data science and opportunities in healthcare
can pose pressing issues of equity, responsibility
and human rights. The UK Data Service has out-
lined a set of ethical issues that are intrinsic to data
sharing. These include privacy, informed consent,
de-identification of data, inequality and research
integrity. All of these issues are inter-connected
and addressing each will help mitigate the others.
Things like the Data Protection Act 2018, the
Human Rights Act 0f 1998 and frameworks such as
OECD Recommendation of the Council on Al are
all there to protect personal data.

Itisalso important to think about the financial
value of data-sharing. Although patient benefitis
the key priority for the NHS and the main reason
to share data with partners, this is not the only
type of return that the NHS can gain. NHS data,
like all public sector knowledge and assets, can
also deliver a financial return, providing money
for the taxpayer. Thereisasignificant risk of neg-
ative public reaction if this is not taken into
account; for example, if NHS data contributed to
the production of a new digital technology and
the NHS were not fully compensated or suffi-
ciently recognised for its input. This can, in turn,
undermine the public’s trust in data-sharing.

Yet, gaining an appropriate financial return
relies on an accurate valuation of the worth of the
data. Unfortunately, itis very difficult to calculate
this, which is a common problem for intangible
assets such as data and information. Methods do
exist which are used in other sectors, but they are
not easy to apply to the NHS context. However,
the UK Treasury has provided a useful reference
point: they estimated the value of public sector
assets at approximately £150 billion with a poten-
tial return of at least £5 billion per annum.

The first step in estimating the value of NHS
data would be to calculate the total annual cost of
creating, collecting, curating, maintaining and
linking all of these systems that are related to the
management of data. Thisisacrossa continuum,
and this is from frontline data collection to the
storage and linking of it at national level. This can
amount to many millions of pounds per year and

DrSaira Ghafuristhe

lead for digital health at

the Institute of Global
Health Innovation (IGHI),
Imperial College. She also
practises as a consultantin
Respiratory Medicine at St
Mary’s Hospital, London. Dr
Ghafurisleading the work
onthevalue ofthe NHS data
assetatIGHI. Thisinvolves
working with partners from
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NHS and industry. Other
programmes of work she
leadsinclude: cyber security
forhealthcare, Aland
machine learningin low and
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Gainingan
appropriate financial
returnreliesonan
accurate valuation of
the worth of the data.
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The number of people willing to share data with
doctors remains high even though sharing with
technology companies has very low approval.

Who should receive
the benefits of the
data? Isitthe
individual NHS
organisation which
has actually
collected and
curated the data? Is
itthe NHS as awhole
orshoulditbea
separate body that
has been set up by
the NHS?
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one of the biggest costs is human capital - some-
thing that is largely unaccounted for. Asan exam-
ple, clinicians and other healthcare staff enter
data directly into NHS healthcare records. While
primarily for direct clinical care, this forms the
basis of the datasets, so if this is not accounted for
in the creation of the datasets then some of the
value is missing.

Improving the data

Health and social care systems are, in the UK,
moving towards electronic records, although
there needs to be much more capital investment
in both IT hardware and software to ensure
machine-readable data is collected at source.

Systems and infrastructures have evolved
across the NHS to varying degrees. There is a
wide spectrum of data quality, of IT investment,
timeliness of data, interoperability of data — and
many different systems exist. Much of this NHS
data is fragmented, although there is a possibility
that it can be linked.

Then there is the issue of sharing data between
the NHS and commercial partners. Several val-
ue-sharing mechanisms are available to the NHS;
the right one will depend on the specific circum-
stances of any partnership. Itis, however, critical
that all relevant stakeholders and decision-mak-
ers in the NHS are aware of what those options
are. For example, the NHS could be given free or
discounted access to the products created from
the data. In Moorfields’ partnership with Deep
Minds on retinal imaging, Moorfields has access
to the clean data repository and has free access to
the product for five years. However, there are
questions about how equitable this may be for the
rest of the NHS which has to pay for this product.

Other examples include receiving a one-off
payment in exchange for data access, or a series of
one-off payments based on regulatory or com-
mercial milestones. Other options include royal-
ty payments, a share of the resulting products, a
share of the profits of the company commercial-
ising the data or even a share in the equity of the
company commercialising the data.

However, across the NHS generally, there are
not enough people who would know which deal
would be the most appropriate for any partner-
ship. Selecting the most suitable option (or com-
bination of options) will depend on a number of
factors including: the quality of the data; the type
of end product; the extent of the reliance on NHS

data; the NHS’s inventive contribution to the
partnership; as well as the work and cost that the
commercial partner has to invest to make the
data useful (remember, we are not collecting
machine-readable data at source, at present).

Several factors may limit NHS access to the
most desirable options, for example, the quality of
the data or the contribution of the NHS beyond
the sharing of the data. Where the NHS contribu-
tion justifies it, a combination of sharing mecha-
nisms is probably the most appropriate choice.
This will ensure that the NHS receives both a cer-
tain return but also a share in the potential future
market as well.

Sharing value

Who should receive the benefits of the data? Isit
the individual NHS organisation which has actu-
ally collected and curated the data? Is it the NHS
asawhole or should it be a separate body that has
been set up by the NHS (the idea of a Sovereign
Health Fund has been proposed and discussed in
Parliament)? At the same time, it is vital not to
create more inequalities.

Policy development in this area has the aim of
ensuring that the NHS captures fair financial
value from its data. Decision-support tools are
being introduced for NHS organisations entering
into these data-sharing partnerships.

Public support

Since the 2017 WannaCry cyber attack on the
NHS and then the 2018 Facebook/Cambridge
Analytica data scandal, the proportion of the pub-
lic in favour of data-sharing with technology
companies for research purposes has dropped.
However, the number of people willing to share
data with their healthcare providers, their doc-
tors, remains high, even though sharing with
technology companies, whether for health or
commercial purposes, has very low approval rat-
ings. Infact, people trust pharmaceutical compa-
nies more than technology companies.

For the public to trust the NHS, it must operate
transparently. It must respect patients’ privacy
and comply with all data protection laws. This is
an issue that will become more complex. Asan
example, a recent partnership was announced in
the USA between Google and Ascension Health
which involved the transfer of 50 million patient
records - apparently without patient consent.
This raises many ethical and regulatory questions.

Here in the UK, the NHS must prioritise the
interests of patients and ensure, when sharing
data, that we remain ever-mindful of ensuring
privacy, ethics and security. O
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Bringing all the data together

Caroline Cake

SUMMARY

® Accessingthe breadth of health data for
research andinnovation can be very difficult

e Members of the public recognise the benefits of
health data being used

e HDR UKhas national research priorities, hubs
andtrainingin 31 locations across the UK

® The Health Data Research Alliance brings
togetherthe custodians of different health
datasets

® TheInnovation Gateway provides a single point
of access to over 400 different health datasets
forresearch and innovation.

ealth Data Research UK waslaunched in
H2018 and is the National Institute for

health data science. Itis developing part-
nerships across NHS, industry, academia and
patients, and aims to provide safe and secure access
tohealthcare data. Funding comes from a range of
organisations across the four home nations.

Our physical base is at the Wellcome Trust in
London but we are, in fact, federated across the
UK and HDR UK draws together a range of insti-
tutions and universities across the four countries.

We lead a four-year project within the Indus-
trial Strategy called the Digital Innovation Hubs
Programme. Over the past year, we have been
talking to thousands of people in order to under-
stand what people really want from health data
research. A range of messages and concerns were
expressed. The UK health service has fantastic
data resources, but it is difficult to determine
what exactly exists — there is a very fragmented
landscape. Regardless of what is actually there,
accessing it is hugely challenging. As a result,
innovation and research is taking place outside
the UK which could be carried out here.

One clear finding was that members of the pub-
lic do see the value and benefit of health data being
used, provided they know how it is being used and
they can understand how it benefits the NHS.

We are working on anumber of key features that
people have said they want from health data.
Researchers and innovators want longitudinal
data, i.e. dataover time. Theyalso want multi-mod-
al data covering different subjects and themes.
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However, this needs to be easy to accessand use. It
isno good for a researcher if data is not made avail-
able for many months after a request is made and
then it is of insufficient quality to be of use.

One of the very first steps HDR UK took was
to establish a public advisory panel: it demon-
strates our emphasis on building real trust with
our stakeholders. Yet it is only a starting point:
our actions need to be driven by an understand-
ing of how the public sees these issues.

Investing in science

We have identified six national priority areas
where we believe we can demonstrate the value
and benefit of doing large-scale health data
research:

e Human phenome project

e Applied analytics

e Understanding the causes of disease

e Better, faster and more efficient clinical trials
e Improving public health

e Better care

The aimisto build a picture of the UK popula-
tion over time, understanding the different fac-
tors that affect people’s lives and coming to a more
comprehensive understanding.

We are working with a wide range of organisa-
tions right across the UK, across many different
universities but clustered around 31 locations,
each of which has close working links with the
NHS in itsarea.

We want to engage young people in what we
are doing as well, creating career paths that they
can tap into from an early age: in academic envi-
ronments or the NHS, or industry. This is, after
all, a new profession and we will need thousands
of experts in this field.

We will create an infrastructure to bring
together the disparate parts of this field in order
that it can deliver advances that improve people’s
lives. One of the first initiatives is the establish-
ment of the Health Data Research Alliance that
brings together the different custodians of health
data custodians.

Caroline Cake is Chief
Operating Officerand
Deputy Director, Health
Data Research UK(HDR
UK). She leads the strategic
implementation and
operational delivery of HDR’s
priorities. She coordinates
collaboration between
Government, the NHS,
academia and industries
acrossthe UK. With more
than 20 years of experience
workingin commercial
organisations, Caroline
joined Health Data Research
UKfrom 2020 Delivery
where she advised health
organisations, universities
and central Government
departments on strategy,
transformation, capability
building, and delivery
planning.

The UK health service has fantastic data resources,
butitis difficult to determine what exactly exists —
there is a very fragmented landscape.
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The Health Data Research Innovation Gateway
provides a common portal to UK health research
data for accredited researchers and innovators.

The Alliance was established in 2019. It has
nearly 30 members including national health
bodies, individual NHS trusts, charities and
research organisations. We want to build an
alignment around data standards and quality.
That allows members to make linkages between
their different datasets and environments.

Then there are the health data research hubs.
These will take the data that exists in fragmented
environments and draw that together, curating,
improving and enhancing it - providing val-
ue-added services around items such as clinical
trials or evidence in the wider world.

A competition was launched as part of the
Industrial Strategy in 2019. Over 160 organisa-
tions applied in different consortia, with different
institutions working together to deliver a com-
mon goal. The seven initial hubs focus on arange
of areas — some on diseases, respiratory health,
cancer, eye disease and others on clinical trials
and ‘real world evidence’

The final piece of the jigsaw is the Health Data
Research Innovation Gateway (the Gateway).
One of the real challenges is not knowing the
breadth or depth of existing data sources. The
Gateway provides acommon portal to UK health
research data for accredited researchers and inno-
vators. This will be developed in two phases:
phase one is focussed on ‘minimum viable prod-
uct. The second phase will involve the creation of
atechnology partnership. O

Data as a means of enhancing
public benefit

Natalie Banner

"
(’3 S

DrNatalie Bannerleads
Understanding Patient Data
(UPD), anindependent
initiative hosted atThe
Wellcome Trustin London.
UPD works with patients,
charities, researchers and
health professionals to
championresponsible uses
of data, feeding into policy
development, creating
accessible resources

and horizon scanning for
emergingissues that may
affect public confidence
inthe use of health data.
Natalie formerly led
Wellcome’s policy work on
GDPR and data protection,
seekingto ensure UK
legislation and regulation
creates a supportive
environmentforhealth
research using patientand
health-related data.
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he value of health data is more than just

financial. Itincludessocial, personal, and

psychological benefits, both for individu-
als and communities, but also more abstract con-
cepts — could better use of data increase dignity
and care, for instance? Could itempower individ-
uals to take more control of their own healthcare
and their own conditions? Could more effective
use of NHS data give clinicians more time for
their patients, rather than for admin?

Yet value also has negative connotations.
There are risks — potential harms - not least in
relation to things like privacy breaches and mis-
use, but also through poorly-designed tools and
algorithms. People can be excluded from data, or
inappropriately targeted. Inaccuracies canlead to
the development of guidance or guidelines that
create issues for safety and so on.

Value has, therefore, both positive and nega-
tive aspects, but the notion of ‘value’ is fundamen-
tallylinked to the uses to which the data is put: we
have to understand value as going beyond finan-
cial value alone.

Citizens’ juries

So what are the purposes that patients and the
public think matter? Importantly, people care
about things that go beyond questions of privacy

SUMMARY

There are many ways of assessing value
Fundamentally, value is linked to the uses to
which datais put

The public want to see data used for public
benefit

Thereisaneed for greater diversity in
determining what constitutes public benefit

The effective use of datais one tool in solving
health challenges, notan endinitself.

and data protection. A series of citizens’ juries
that UPD ran in conjunction with the Office for
Life Sciences and NHS England explored this by
asking what constitutes a ‘fair partnership’ when
it comes to the use of NHS data.

These citizens jurieslasted 2.5 days each: they
provided a comprehensive process to explore
issues with members of the public, from a diversi-
ty of backgrounds and holding a range of views —
some were positive about the potential for data
use while others were sceptical. They were asked
what a fair exchange of value would look like if
NHS organisations allow commercial organisa-
tions, academics or charities access to the data
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they hold. What should the NHS and patients get
back for allowing access to data from patients or
from hospital administration?

Unsurprisingly, the primary conclusion was
the need for ‘public benefit. There has to be bene-
fitfor the NHS and patients, but that does not auto-
matically exclude benefits to the other partners.
Even if their data have been anonymised, people
still care what happens to it. There is a strong,
underlying wish to ensure benefits come back to
patients and the NHS. This benefit should also be
fairly distributed across the health and care sys-
tem, and participants raised concerns that data
could exacerbate health inequalities if only used to
benefit some areas of communities and not others.

But who decides what counts as public benefit?
Power and influence tend to accrue to those who
already have power, which means that there is not
the diversity of perspectives and views needed to
question and challenge received notions of public
benefit. What benefits some people may well dis-
advantage others. UPD is therefore particularly
focussed on engagement with a wide range of
audiences when it comes to the use of health data.

Promises

Public benefit must mean better outcomes for
patients — but, interestingly, there was scepticism
about the promises being made. Artificial Intelli-
gence in particular has been heavily promoted
as ‘a revolution in healthcare’ - but a somewhat
sceptical public is yet to be convinced that bene-
fits really are going to accrue. As research out-
comes are intrinsically unpredictable, over-
promising on benefits and outcomes can also be
counter-productive.

Uses of data can create an illusion of objectivity
when algorithms are developed or analyses per-
formed. However, there are many assumptions,
values and perspectives that go into the collection
of data that are often invisible. It is only when the
result is undesirable that questions are asked
about how the decision was reached and whether
there might be biases in the system. Take, for
example, the recent furore over a credit card that
appeared to discriminate against women appli-
cants. Itis worth noting that many women, as well
as people of colour, have highlighted these kinds
of risks before, repeatedly, but they have not been
heard or their concerns highlighted.

Of course, the way questions are framed really
matters. If we start with the idea that data is king,
the databecomeskey. Instead, we need to reframe
the debate in terms of the challenges in our health-
care system that could be addressed or mitigated
through the use of data.

If we start with the challenge or problem we are
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trying to address, the assumptions and value  Ifwe startwith the
judgements that are informing decision-making  ideathatdataisking,
and thinking are more likely to become apparent. ~ the databecomes
Reframed in those terms, the real value of datacan ~ key. Instead, we

be seen:itis one more tool,ameanstoanend,not  needtoreframe

the debate interms
of the challenges
inourhealthcare
system that could be
addressed through
the use of data.

the end itself.

With greater clarity about the ends to be
achieved, we will be in a much better position to
work out where and how to use data ... in a way
that is ambitious, realistic and fundamentally
trustworthy. O

FURTHER INFORMATION

Department for Digital, Culture, Media and Sport Guidance: Data Ethics
Framework www.gov.uk/government/publications/data-ethics-framework

Department of Health and Social Care Guidance: Code of conduct for data-
driven health and care technology www.gov.uk/government/publications/
code-of-conduct-for-data-driven-health-and-care-technology

Department of Health and Social Care Guidance: Creating the right
framework to realise the benefits of health data www.gov.uk/government/
publications/creating-the-right-framework-to-realise-the-benefits-of-health-data
Ghafur S et al (2020) NHS Data: Maximising its impact on the health

and wealth of the United Kingdom https://spiral.imperial.ac.uk/
handle/10044/1/76409

Health Data Research UK www.hdruk.ac.uk

Institute of Global Health Innovation
www.imperial.ac.uk/global-health-innovation

NHS Digital Transformation
www.longtermplan.nhs.uk/areas-of-work/digital-transformation
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Working together to extract
value from data

Nicole Mather
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Using the NHS
digital dataset, there
are ways to find out
which patients have
the required
attributes fora
clinical trial. Then,
by collecting
information during
the trial, Itmaybe
possible to flexthe
trial's paradigm and
answer clinical
questions more
rapidly.
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he Life Sciences Industrial Strategy and

Sector Deal set out to grow new subsec-

tors in the UK which could take advan-
tage of our strong bioscience base, bring invest-
ment to this country, and generate benefit for UK
patients. Initiatives included:

e genomics: extending the 100,000 genome
programme to five million participants,
delivering benefits to the NHS and enabling
further research in the UK;

e ecarly diagnosis: creating an ‘accelerated
detection of disease cohort’ to help identify
patients earlier;

e adigital health ecosystem: establishing the
Health Data Research Alliance, setting national
standards of interoperability where NHSX is
playing a key role, and publishing a code of
conduct for the fair use of data in the NHS.

It has long been argued that the NHS has the
components to form a rich, longitudinal patient
record, but this is distributed across many differ-
ent data sources, whose data custodians have dif-
ferent governance processes and may not be well
coordinated. There are primary and secondary
data, there are genetic data such as that held by
Genomics England, and indeed there are data
thatindividuals have on their phones - so the data
is held in a wide variety of places.

Different groups want to make use of this data.
Patients, for example, care very much about their
healthcare data, but many also have an interest
from an ancestry point of view. Academia wants
to carry out research. Providers want to provide
more cost-effective healthcare pathways through
personalising and tailoring treatment for patients
- or instance, some oncology treatments might
cause more harm than good in some individuals
and that can be determined through genomics.

And then researchers in the biopharma sector
are trying to understand disease and the progres-
sion of disease so as to better manage clinical tri-
als and also understand the markets into which
they want to sell.

To take one example, as part of the Health Data
for Research programme, DigiTrials, a consor-
tium of IBM, Microsoft, NHS Digital and Oxford
University will enable researchers to use NHS

SUMMARY

e NHSdatais distributed over many different data
sources

® Betteruse of datasets can help to identify which
patients are suitable forwhich trials

® There are arange of different models for sharing
- and gaining value from - NHS datasets

® ‘Fairshare’isa guiding principle forcommercial
agreementsinvolved NHS data

® Much oftheinitial effortin a project hasto be
directed to making the data usable.

data to shape and deliver clinical trials across the
NHS. This builds on the Orion 4 trial paradigm,
alarge scale project which enabled patients across
the whole of the UK to participate in trials, and
benefit from cutting-edge medicines.

Finding out whether individuals are suitable
patients for a particular trial is something that, in
the past, has been difficult. A researcher would
have to write to clinicians they already knew. Now,
using the NHS digital dataset, there are ways pro-
actively to find out if there are many patients with
the required attributes in the UK before shaping
the trial. Then, by identifying those patients, mon-
itoring them and collecting information during
trials, it may be possible to flex the trial’s paradigm
and answer clinical questions more rapidly.

Targeted trials

Another advantage, if the dataset is very rich, is
that it may only be necessary to carry outa clinical
trial on those identified patients and provide
them with a product without needinga control or
‘not treated’ cohort, because that information can
be found by creating a ‘synthetic control’ from
patients in the dataset. In the USA, Roche has
used this approach extensively: all the patients in
atrial are treated, so there are no patients who are
missing out and all are reporting back.

NHS data in the UK is quite unstructured and
will need a great deal of curation, cleansing and
standardisation to make it useful. Ina number of
locations, that work is already underway. There
are a range of different organisations that might
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wish to make use of NHS data — whether in aca-
demia, in pharmaceuticals or other areas. Itisan
interesting question as to what structures might
be developed to bring them together.

Data-sharing agreements, licences, commer-
cial agreements - all are in use across the NHS.
An Office for Life Sciences study laid out a range
of different potential approaches, a continuum
from an open model where the data is given away
for free to, at the other end, a very commercial
approach where the NHS might retain the IP as
products are developed by a consortium.

While there are different sorts of commercial
models, it is notable that the Code of Conduct of
the Department for Health and Social Care states
that “fair share’ is a really important principle.
This should be central to the approach of any
organisation wanting to generate insights from
NHS data: a fair share must go back to the NHS
and to patients within the NHS.

In looking at the basic capabilities required
to make use of this data, it needs suitable stor-
age, it needs to be cleaned and curated - and
then there needs to be the ability to analyse it in

order to generate insights. So there are many dif-
ferent data sources to bring together. Curationisan
extremely complex process because the data have
to be annotated, aligned and integrated.

Now; if you reflect on the way a GP might make
notes, they might put information in all sorts of dif-
ferent fields. It is therefore not a simple task to
bring the data together in such a way that it is pos-
sible to interrogate the dataset. In my mind, itisa
bit like painting — about 80% of the time is spent on
preparation, all of which is unseen. People like to
talk about using AI, algorithms and other tools to
achieve insights, but much of the time and invest-
ment goes into that basic groundwork to make data
useable in the first place.

The data is distributed across organisations
and the way that consortia interact and share data
is very important to enable progress, but this has
to be done in a way that respects data security. If
collaboration and partnership are key to these
data-sharing opportunities, it is vital to identify at
an early stage what the aims of the project are,
what we are trying to do with the data and what
the benefits to patients and the NHS willbe. [J

HEALTH DATA

People like to talk
aboutusingAl,
algorithms and other
tools to achieve
insights, but much of
the time and
investment goes into
basic groundwork to
make datauseable
inthe firstplace.

The debate

he UK has an international reputation for
I a good regulatory environment that
respects the rights and interests of the var-

ious players: that is a unique selling point.

The potential to track individuals through linked
dataand for insurers or employers to make decisions
based on such information must be addressed.
Risks of inappropriate use must be minimised by the
governance frameworks that are developed.

Privacy and consent

Itisimperative that the public understand what is
happening with their data. The concepts of prop-
erty and ownership are poor analogies in the case
of data, as data can be licensed and copied - con-
trol and choice are limited once this happens.
People do not read terms and conditions and data
contains information not only about us as indi-
viduals but also others, e.g. through genetic data.
Privacy should not become a luxury commodity.
Yet, currently, patients often cannot even access
their own data.

Recentlegal changes in data protection and sto-
ries in the media have made people more aware of
their data. It is crucial that the health data commu-
nity protect the relationships of trust the public
have with their GPs around their data use and that
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they work to enhance confidentiality.

Thereisanissue about who decides on the ben-
efit-to-risk balance, as different people may choose
different points on the spectrum. Feedback mech-
anisms must be in place so that, when errors in
judgement and access to data do occur, measures
are in place to ensure they are not repeated.

Patients themselves can play a critical role in
improving front line data quality through high-
lighting inaccuracies in their own records. This
could lead to enhanced patient safety. Stronger
relationships could provide a powerful opportuni-
ty to improve front line decision making and
engage patients more closely.

Inequality can have social causes not picked up
by data. In Wales, there are initiatives to bring data
together from different sources: education, social,
environment as well as health. This could be used
to address public health questions.

The narrative that is used around health data
will be critical, as without patient permissions
and engagement, none of the potential benefits
will be possible. The opportunity costs and bene-
fits must be clearly communicated to the public.
Examples that demonstrate the human cost of not
using the data effectively may also help to con-
vince the public. O

In the debate
that followed
the formal
presentations,
a number of
issues were
raised, including:
inappropriate
use; public
understanding;
and the
engagement
patients in the
process.
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BIOMETRICS

Ajointmeeting of the Foundation for Science and Technology with the Ada Lovelace Institute on
29 January 2020 examined both the technology and the ethics underlying the use of facial recognition
techniques and otherbiometrics.

Issues of trustworthiness and
legitimacy

CarlyKind

Carly Kind is the Director of
the Ada Lovelace Institute,
anindependentresearch
body and thinktank with
amissionto ensure data
and Alwork for people
andsociety. Ahuman
rights lawyerand leading
authority on the intersection
oftechnology policy

and human rights, Carly
has advised industry,
Governmentand non-profit
organisations on digital
rights, privacy and data
protection, and corporate
accountability. She was
formerly Legal Director of
Privacy International, an
NGO dedicated to promoting
data rights and governance.

Itis one thing for
supermarkets to use
facial recognition to
detectundesirable
customers and
another for airports
touseittospeedup
check-in processes.
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he Ada Lovelace Institute began working
I on biometrics in the summer 0f2019. The
combination of recent advances in
machine vision and the proliferation of off-the-
shelfimage recognition products meant that facial
recognition was suddenly seemingly everywhere
— from the Hong Kong protests to police trials in
Romford. There were stories of deployment by
police in the USA, India and the UK, while there
were facial recognition bans in Sweden and San
Francisco. Legal challenges were brought here in
the UK by Liberty and Big Brother Watch. There
was increasing public concern — expressed in some
countries by street demonstrations.

Facial recognition has emerged as the most vis-
ceral of the ‘just over the horizon’ Al technologies
- only it is already here. It is a reminder of the
urgent need to grapple with the complex legal,
technical and societal questions that these types of
technologies raise.

The ‘spectre’ of facial recognition and all it
invokes has grabbed the public attention and con-
cern, yet there are big differences between the facial
recognition on an individual’s smartphone and
that being used by the police.

The use of facial recognition by Chinese author-
itiesto detectand target Uighur populationsis very
different from Indian authorities’ efforts to locate
missing children, or UK attempts to identify indi-
viduals subject to outstanding warrants. Itis one
thing for supermarkets to use facial recognition to
detect undesirable customers (as they are doing)
and another for airports to use it to speed up check-
in processes (which is also happening).

Those differences give rise to different emo-
tional reactions — I may feel differently about using
facial recognition to unlock my iPhone than to it
being deployed on the CCTV system in my apart-
ment building, for example.

The origin of a technology can be relevant, as
can be seen in some of the media reporting about
Chinese facial recognition technology. The future
of the technology is also very important: it is not just

SUMMARY

® Facial recognition technology raises complex
legal, technical and societal questions

® Social acceptability can depend on the use to
which the technologyis applied

® An‘allornothing’ approach to facial recognition
is unhelpful. Itisimportant to considerthe use of
the technology in particular use cases and by
specific actors

® Thetechnology mustbe both trustworthy and
legitimate.

about the purpose for which it is being used today,
butalso the uses to which it may be put in the future.

The context in which facial recognition is
being used (i.e. by whom, for whom and overseen
by whom) affects the way it is viewed. When the
Institute undertook a public attitudes survey last
year, there was quite a divergence in the levels of
public confidence and comfort when facial recog-
nition technology was used by public authorities
compared with private organisations — and also
where it was used in the public interest compared
with applications of individual convenience or
private sector benefit.

So each application involves a range of legal,
technical and societal factors, each of which is rel-
evant to the calculation ofhow invasive, beneficial,
problematic or critical the technology might be.

It is therefore unhelpful when choices around
facial recognition and other biometric technolo-
giesare framed in ‘all or nothing’ terms. Complete
bans on the one hand or claims that nothing can be
done to stop it on the other, are neither construc-
tive nor appropriate. It also hampers individual
agency when people are deprived of the choice to
decide on the conditions when technology can be
deployed.

Historically, technology has been developed
and deployed to respond to a specific challenge or
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Levels of public support for different facial recognition applications.

Support for the use of facial recognition technology is
much higher when there is a clear public benefit
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in response to and behaviour  and mood of
the owner’s face candidates when
applying for a job

Cases with clear public benefit

Cases with no clear public benefit

Q: For which of the following purposes do you think facial recognition technology should be used?

need: ‘what can we do?” More recently, however,
there has been an emerging consensus that the
more appropriate question is: ‘what should we do?’
What should we do about facial recognition and
other biometric technologies? Whose interest
should prevail? How should it be used, if at all?

Technical concerns

Now, there is only one way to eat an elephant and
that is one bite at a time. The first bite is to ask
how good the technology itself actually is — does
it work, is it reliable, is it biased?

Research by Joy Buolamwini and Timnit Gebru
at MIT in 2017 first demonstrated that inaccura-
cies in facial recognition exist when attempting to
recognise women and people of colour. A further
study by the National Institute for Standards in
Technology (NIST) in 2019 examined 189 facial
recognition algorithms and found higher rates of
false positives for Asian and African American
faces than for Caucasian faces.

Independent observations of police trials in the
UK by experts such as Professor Pete Fussey have
revealed concerns about the accuracy of the tech-
nology being used. When the Metropolitan Police
rolled out their live facial recognition policy at the
beginning of January, it acknowledged that
although their system displays no racial bias, it
does display a gender bias.

While there are a number of technical concerns
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with facial recognition technology, it is improving
year by year. We should continue to look for ways
to continually verify its accuracy, but issues related
to accuracy, bias, discrimination and false positives
are only one piece of the puzzle.

Therearealso questionsabout itslegality. Facial
recognition must meet the requirements of current
regulatory frameworks — including human rights.
This poses a further issue regarding the adequacy
of the current regulatory frameworks.

A further set of questions is concerned with
efficacy and whether this technology delivers
the outcomes intended. Is there demonstrable
and independently verifiable evidence of efficacy?
Are there other methods that are effective but less
intrusive?

Then there is the concern about social impact.
Will this cause harm or disadvantage to certain
groups? Will its use affect decision-making and
the allocation of public funds? Could it exacerbate
historical and structural inequalities?

Those developing and deploying this tech-
nology must ensure it is legitimate and trust-
worthy, particularly by those groups who may be
uniquely affected by it.

The widespread introduction of facial recogni-
tion may have long-term consequences by normal-
ising surveillance and persistent identification.

Some of these issues will be addressed by on-go-
ing, independent research and others will be

BIOMETRICS

When the Institute
undertook a public
attitudes survey last
year, there was quite
adivergenceinthe
levels of public
confidence and
comfort when facial
recognition
technologywas used
by public authorities
compared with
private organisations.

Is there
demonstrable and
independently
verifiable evidence
of efficacy? Are
there other methods
that are effective
butless intrusive?
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The Institute is continuing to advocate for
companies to voluntarily pause further deployment
of facial recognition as consultation proceeds.

resolved by legal cases brought by campaigning
organisations. The Ada Lovelace Institute is well-
placed to help answer some of these questions as an
independent organisation with a remit to bring
together diverse voices.

We are responding to calls made by, among oth-
ers, the House of Commons Science and Technolo-
gy Committee by setting up an independent review
to identify gaps in the legal system. This will be
overseen byan advisory group comprised of experts
in law, data protection, civil liberties, individual
identity, policing, criminal justice and genomics.

A second initiative is the facilitation of public

deliberation through a Citizens” Biometrics
Council. This involves 60 members of the public
- 30 from Bristol, 30 from Manchester - who have
received a range of evidence from experts on
issues related to biometrics technologies and have
then been asked to deliberate on questions about
trustworthiness, legitimacy and public interest.

Pause for reflection

The Institute is continuing to advocate for compa-
nies to voluntarily pause further deployment and
sales of facial recognition as public consultation
and regulatory processes proceed. As last year’s
survey demonstrated, there is support for further
public consultation and further reflection on the
regulatory framework in order to ensure adequate
public legitimacy and trust in the deployment of
this technology. O

Balancing a range of needs and
requirements

James Dipple-Johnstone

James Dipple-Johnstone is
the Deputy Commissioner
(Operations) forthe UK
Information Commissioner’s
Office, providing executive
oversightoftheICO’s
investigation, regulatory
audit, complaints handling
and appeals functions.

He provides strategic
leadershiptothe ICO’s
efforts towards global
enforcement data sharing
and cooperationincluding
the Global Cross Border
Enforcement Cooperation
Agreement. Priorto joining
theICO, he served as
Director of Investigation and
Supervision forthe Solicitors
Regulatory Authority, the UK
legal profession regulator.
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s the UK’s independent data protection
Aauthority, the Information Commission-

er’s Office (ICO) has been researching,
investigating and observing the development of
live facial recognition (LFR) technology.

The ICO concluded its first investigation into
LER - specifically, how police use LFR in public
spaces — towards the end of 2019. We had exam-
ined the pilot systems in two police forces. The
conclusion was that there needed to be improve-
ments in how police authorised and deployed the
technology if public confidence was to be main-
tained — which is at the heart of the UK policing
approach. Our views were set out in the first ever
formal Commissioner’s Opinion for police forces
to follow.The technology continues to advance
and we have been conducting a series of investi-
gations on the commercial applications of LFR.
We are also looking very closely at the interac-
tions between public and commercial uses of the
technology and the datasets involved.

The issues we are considering are the same as
those that our colleagues in privacy authorities
around the world are grappling with. How we
share that learning and find the synergies in our
work has been part of our investigations.

When this technology processes personal bio-
metric data identifying individuals, data protec-

SUMMARY

® |ivefacial recognition (LFR)isarapidly
developing technology with applicationsin both
public service and commercial areas

® Data protection law appliesto the whole process of
LFR - deployment, the compilation of watchlists,
the processing ofthe biometric data rightthrough
tothe retention and deletion of that data

® Abalance hasto be struck between the privacy
thatpeople rightly expect when about their daily
lives and the surveillance technology the police
need to effectively carry outtheirrole

® Data protection laws should notbe seenasa
barrierto innovation

® Regulators are there to ensure that everyone
working in this developing areais in full
compliance with the law.

tion law will of course apply. The ICO has been
prioritising our interest towards those proposing
to use the technology as a normal part of their
business, or at scale. We also have to react to new
and novel uses of the technology.

The ICO recognises the potential benefits in
public safety and security that appropriately gov-
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erned, regulated and deployed LFR could pro-
vide. However, there should be a balance
between the privacy that people rightly expect as
they go about their daily lives and the surveil-

Police forces must provide sound evidence to show
that the technology is strictly necessary, balanced
and effective in each context in which it is deployed.

lance technology that the police need to effec-
tively carry out their role.

To comply with the privacy rules, our view is
that forces must provide sound evidence to show
that the technology is strictly necessary, balanced
and effective in each specific context in which itis
deployed. This includes addressing the issue of
bias as identified by researchers.

LFR is being used in commercial applications
toimprove customer service, make it easier to live
our lives and to help businesses reduce operating
costs. Yet it is possible to see the beginning of
applications which track, and make decisions
about, fellow citizens in commercial contexts such
as recruitment or education — and sometimes this
happensin aless than transparent manner. So the
questions around fairness are a little different..

Would someone in a retail space expect the
technology to be used there? Isit happeningina
fair and appropriate manner? There are also
questions about data-sharing — within the private
sector, or where public information is shared with
private sector organisations or indeed private sec-
tor technology is used for public duties.

LFR can help reduce queueing times, stream-
line authentication and authorisation or grant
access to secure premises. However, from a regu-
latory point of view, these uses must meet basic
privacy tests. They need to be proven to be lawful,
necessary, justified, effective and proportionate if
the technology is to enjoy public confidence.

We expect there to be rigorous Data Protec-
tion Impact Assessments (DPIAs) conducted
prior to any processing, outlining how the pro-
cessing adheres to the principles of data protec-
tion law and how a data protection by design
approach is implemented.

Data protection should not be perceived as a
barrier to the technology. Asthe Commissioner
says: “We are not the Ministry of No” Data pro-
tection law in the UK was born in the 1970s out of
the concern that the emerging potential of new
technology might be lost if society did not have
the confidence to embrace it. Digital privacy reg-
ulation has a crucial role, therefore, in assuring
people that protections are in place while at the
same time supporting innovation. That is espe-
cially true in the context of LFR.

At the heart of the Data Protection Act is the
concept of ‘privacy by design. As with the pro-
cessing of any personal or biometric data, there
has to be a clear, lawful basis to demonstrate that
the processing is fair, lawful and where appropri-
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ate, transparent. We expect rigorous data protec-
tion impact assessments to be conducted prior to
any processing. These should outline how the
processing adheres to the principles of data pro-
tection law and how data protection by design
principles are being implemented. Where risks
cannot be mitigated, the ICO should be consulted
on the proposals in advance.

There is a tougher message, too: a range of
enforcement and sanctioning powers can be used
against those who fail to follow the law, ranging
from warnings through to enforcement notices
and, if necessary, financial penalties for serious or
harmful deliberate contraventions.

We do, though, want to work with others to
minimise regulatory burdens and to reflect differ-
ent perspectives which we each bring.

Public opinion

Wehavebeen carrying out research into public atti-
tudes. Over 80% of those surveyed indicated that
they felt it was acceptable for the police to use LFR
technology and three-quarters agreed it should be
used on a permanent basis in areas of high crime.
Sothereisa clear message for us as a regulator about
the type of crime that it was being targeted at. How-
ever, in qualitative research, citizens explained that
they only want facial recognition technology to be
used when necessary and, importantly, they want to
know when it is being used, with the opportunity
both to objectand to find outif their faces have been
processed and stored.

In our recommendations to the two police
forces involved, we said that sensitive processing
must take place, whether an image yields a match
toaperson on awatch list or alternatively the bio-
metric data of an unmatched person is subse-
quently deleted within a very short space of time.

Data protection law applies to the whole
LEFR process, from initial consideration about
its necessity and the proportionality of its
deployment, through the compilation of the
watch list, to the processing of the data, its
retention or deletion. Controllers must identify
abasis in law for their actions.

Intelligence-led, narrowly focussed and spe-
cific deployments related to the prevention and

Data protection should not be perceived as a
barrier to the technology. As the Commissioner
says: “We are not the Ministry of No.”

August2020, Volume 22(7) 39



BIOMETRICS

This technology has potentially significant privacy

implications. The

Government should introduce a

binding code of practice as a matter of priority.

detection of serious and violent crime are more
likely to meet the necessity and proportionality
thresholds than more speculative uses.

This is an important new technology with
potentially significant privacy implications for
citizens. We have recommended that the Govern-
ment introduce a statutory and binding code of
practice as a matter of priority. The absence of
such a code and accompanying national guide-
lines risk inconsistency of practice which in turn
increases the risks of compliance failure and could
undermine public confidence.

Live facial recognition technology remains a
high priority for the ICO. Over the coming
months, the focus will be on commercial applica-

tions. We are looking very closely at the manner
and means by which seed lists are gathered, shared
or sold and the justification for the processing of
such images. In addition, we are examining the
impact on individuals of such applications.

Resources and guidance

We are producing a range of resources to help
organisations comply with the law and will be
updating our existing guidance on the use of video
surveillance technologies more broadly, including
body-worn video, automatic number plate recog-
nition and drones, to name but a few.

It is right that our public services should be
able to innovate and use new technology to
improve services and our lives, but regulators
must ensure that everybody working in this
area satisfies the full rigour of UK data pro-
tection law. O

Making sure biometric systems
meet the needs of society

Carsten Maple

Professor Carsten Maple

is Deputy Pro-Vice-
Chancelloratthe University
of Warwick. Heisthe
Principal Investigator of the
NCSC-EPSRC Academic
Centre of Excellencein
Cyber Security Research
atthe University and
Professor of Cyber Systems
Engineeringin WMG. He is
also a co-investigator ofthe
PETRAS National Centre of
Excellence for loT Systems
Cybersecurity where he
leads on Transport & Mobility
andisaFellow ofthe Alan
Turing Institute. Carsten
has extensive experience

of institutional strategy
developmentand interacting
with external agencies.
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t should be remembered that biometrics are

not new at all. The use of biometrics to clas-

sify or identify people has been around for a
long time. Alphonse Bertillon in the late 1800s
developed ‘anthropometry’ as a tool for law
enforcement. A police officer and researcher, he
used five different measures to identify criminals:
head length, head breadth, the length of the cubits
between middle finger and elbow, foot and mid-
dle finger. It was useful although not very exact
- but it was revolutionary.

Biometrics are used today for a number of rea-
sons, but particularly for identification and
authentication (i.e. whether someone has the
right to access a service or an environment). Itis
also used to classify a type of person and that is
quite different from merely identifying an indi-
vidual. That depends on dataset size and which
dataset is used - which can lead to the biases peo-
ple have become aware of.

Facial recognition is very much in the news at
present, but there are other biometrics: iris scans,
palm vein, for example. The concern for many
peopleisaboutbeing tracked and their data being
used in ways they are not comfortable with.

It is also being used to detect people and

SUMMARY

® Biometrics have been with ussince the 19th
century

® Facial recognition systems can be used for
calculatingnumbers in crowds ratherthan
identifyingindividuals

® There are anumber of characteristics each
system needs foritto be truly effective

® Publictrustin biometricsis vital ifthe technology
isto become an integral part of oureconomy

® Thisisarapidly developingfield.

crowds, so not identifying individuals but rather
how many faces are in a certain crowd. When
people talk about public facial recognition sys-
tems, we think about optical sensor cameras in
Hong Kong or other places. Yet there are many
different ways to gather biometrics.

For example, it may be necessary to know how
many people there are in a crowd so that we can
carry out emergency evacuation in smart cities.
Such cases can be useful and do not involve iden-
tifying me as an individual, rather they use facial
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recognition technology to recognise how many
people are in a certain environment.

In other uses, people may accept facial recog-
nition technology in order to access their phones.
Drones are being trialled by the Red Cross in
mountainous regions which are difficult to access
in other ways. Animals can be identified and
tracked by wildlife organisations: they may be
very difficult for a human to spot, but machine
vision can do it. We can agree that these types of
application are important.

Operating requirements

When using biometrics to identify an individual,
it is really important the assessment is unique.
Thebiometric must be able to identify me and not
confuse me with anybody else. The difficulties
errors could cause are obvious.

The biometric used should also be ‘universal’
Using a biometric such as a fingerprint is fine in
most cases but what about people do not have a
fingerprint because they are an amputee, or they
have been working in a hard manual role for many
years, for example?

The results of biometric scans should also have
permanence, meaning they do not change over
time. The data must be collectable. Certain bio-
metrics are hard to collate and to store.

Then there is the overall performance of the
product. It should be accurate and there are dis-
cussions going on about ‘false rejection rates’ and
‘false acceptance rates. How fast is it? That will
depend upon the application, whether recogni-
tion needs to be live and immediate in order to
access a service or if it is ‘after the fact. How
robust is it? Can people fool a biometric system
and can an attacker compromise it?

Often, a biometric that is collected may not
quite match the stored record and so machine
learning is needed in conjunction with the algo-
rithm that sits behind the system. That is where
some of the bias appears in recognising certain
groups of people. It is important to ensure that
the algorithms themselves are resilient and
well-governed. While thatis a different conversa-
tion, it overlaps with a discussion on the appropri-
ate use of facial recognition when machine learn-
ing is used to correct for inexact matching - and
there have been challenges on this.

Trustworthiness

Facial recognition is not just a technology, but rath-

er a system of many parts housing some pretty

important data. For the public to regard it as trust-

worthy, a number of features need to be apparent.
It needs to be secure. It needs to preserve an

individual’s privacy. When decisions are made
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based on biometrics, how transparent is that
process? Is it reliable to the extent that if I am
accepted once then I will be accepted a number
of times and the system is predictable? Then,
overall asa system, is it robust in all these different
circumstances?

Current research is working to strengthen
trustworthiness. One area of work is concerned
with secure systems development: on some
smartphones, facial recognition is placed in a
secure enclave so that is held more securely.
These have good systems-access control systems
which make sure unauthorised people cannot
access them.

Privacy-enhancing technologies are very
important. They offer a mechanism which, for
example, perturbs the data a little so that the full
data ofa face is not stored, but there is sufficient to
answer the question ‘Does my face fit this authori-
sation?” Equally, data can be shared between
datasets using secure, multi-party computation,
without ever releasing the full data in each set.

New techniques for encrypting data are
important and are being developed now.

There is a good deal work going on into mak-
ing the complexities of Al explainable to the many
groups with an interest in this technology.

We need tolook at new systems for verification
and to understand the threats to the successful
development of this technology. O

BIOMETRICS

Using a biometric
such as a fingerprint
is fine in most cases
but some people may
not have a fingerprint
because of accident
or occupation.

Privacy-enhancing technologies can perturb the
data a little so that the full data of a face is not
stored, but there is sufficient for authorisation.
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Creating an ethical and legal
framework

Matthew Ryder

Matthew Ryder is a senior
QC at Matrix Chambers, with
well-established expertise
in human rights, data and
information, regulatory
and criminal law including
terrorism. He s leading an
Independent Review of the
Governance of Biometric
Data, a flagship initiative
of the Ada Lovelace
Institute, which will analyse
the existing regulatory
landscape applicable

to biometric data and
prescribe modernisations
and modifications. From
2016-2018, he was Deputy
Mayor of London for Social
Integration, leading several
teams in the Mayor's

work on diversity and
social mobility including
overseeing the work of the
Mayor’s data team.
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sajunior barrister in 2002, I worked ona
Aclaim by a 12 year old boy - we shall call

him ‘S’ - brought against South York-
shire Police. A change in the law a few years ear-
lier had resulted in a change of policy and South
Yorkshire Police, like most police forces at that
time, began retaining DNA samples indefinitely
for everybody who was arrested, even children
who were acquitted like S.

The policy had developed because of a horri-
ble crime in which a 66 year old woman was
raped. The DNA sample of the rapist had actually
been retained when he was suspected of a bur-
glary - a completely different crime. This sample
should have been destroyed when he was acquit-
ted of the burglary, but was not. Because of that
breach of the law, he was convicted for the rape. It
could be argued that this single, horrible crime
led to a huge transformation in DNA policy.

In a short period of time, the UK had devel-
oped the largest DNA database in Europe - it
included children, people who had never com-
mitted a crime but had just been arrested, and it
had a disproportionately high representation of
black and ethnic minority people. So S and
another person brought a claim, challenging the
policy about their biometrics.

Legal challenges

We challenged the policy in the High Court and
failed, challenged it in the Court of Appeal and
failed, challenged it in the House of Lords and
failed. The House of Lords said collecting biomet-
ric datalike that did not affect rights under Article
8 of the Human Rights Act. We were relying on a
report by the Nuffield Foundation about biomet-
ric ethics and were trying to explain to their Lord-
ships that biometric ethics was an important
aspect of DNA data. We did not get very far.

But S took his case to the European Court of
Human Rights and the UK government lost. Itis
worth noting that the ECHR did give significant
weight to the Nuffield Foundation report on bio-
metric ethics. However, it was not until 2012 that
the law really changed with the Protection of Free-
doms Act - 10 years after S started his claim in
2002. Now, during that time the technology had
completely transformed, so by the time the 2012

SUMMARY

® Arguablyasaresultofasinglelegal case, the UK
ended up with the largest DNA database in Europe

® Biometrics lawis notconcerned solely with
chemical and DNA records

® |awandregulation have struggled to keep pace
with the development oftechnology

® Thereisanincreasing overlap between public
and private collection and use of biometric data

® How farthe regulatorcan control orlimit
enforcementagency behaviouris still open for
debate.

Act came in, the world had changed again.

Partly due to the awareness that built up
during the course of S’s case, an understanding of
biometrics and what it means to society has devel-
oped within the legal context. There is a better
understanding of the need to regulate the use of
fingerprints and DNA. Emerging forms of bio-
metric data, such as when artificial intelligence
analyses behaviour and creates data about an
individual’s behaviour, are also covered by the
Act. Biometric data are not simply the chemicals
in your body or the genetic material.

There is also increasing evidence that law
enforcement and intelligence agencies are gain-
ing access to private data sets. We have learnt,
since the Edward Snowden revelations of 2013,
how there is a relationship between those who
gather data privately and those who need that
data for law enforcement or intelligence purpos-
es. That particular type of relationship remained
secret for a long time, not being regulated until
2016 by the Investigatory Powers Act.

Not only did this country develop a permissive
culture in allowing the DNA database to grow
through its lack of legal regulation, but we have
the most extensive CCTV coverage in Europe. It
isimportant to recognise this existing permissive
culture when thinking about the kind of law and
regulation needed.

Law and regulation have struggled to keep
pace. There is, finally, a new EU data regulation
- GDPR - and a Data Protection Act that goes
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LIVE FAGIAL
RECOGNITION

IN USE

. 'Police officers are using Live Facial Recognition (LFR)
s ‘;technology to find people who are wanted for serious crimes.

|Only the images of people wanted by police are loaded into
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with it. There is an Information Commissioner:
the role goes back decades but was transformed at
the turn of the century and has embraced the role
of regulation over an expanding area of technolo-
gy. It is an extensive brief, covering everything
from Freedom of Information through to nui-
sance calls, Al and machine learning.

The 2012 Protection of Freedoms Act created
aBiometrics Commissioner. That Commission-
er is there to regulate DNA and fingerprints
because of S’s case. The role had less to do with the
wider implications of biometric data and has had
toadapt to embrace that wider area. There is now
also a CCTV Commissioner.

Overlapping roles

These roles have emerged to cover different areas
at different times and while they were not neces-
sarily seen as overlapping, they do when it comes
to issues like facial recognition. All of them have
given their view of what they believe is needed for
live facial recognition regulation.

It should be noted that the decision of the
Metropolitan Police to roll out live facial recog-
nition indicates that even though regulators have
a view, the police are not bound to accept that
view nor to follow it as a matter of strict law. The
police will of course take account of it but are
entitled to make their own interpretation. How
far the regulator can control or limit their
behaviour is still open for debate.

London does have the London Policing Ethics
Panel (and some other forces have an equivalent

fstjournal www.foundation.org.uk

organisation) which helps with some of these
questions. During my time as Deputy Mayor, I
sat in on one of those panels. They start from
analogies from bioethics, but this is an emerging
field in which the ethics panellists themselves are
trying to understand the areas at the same time as
the scientists and lawyers.

In May 2017, the Scottish Cabinet Secretary
for Justice asked a leading criminal QC in Scot-
land, John Scott, to chair an advisory group to
review the policy and law about the retention and
use of custody images (there were at the time a
number of legal challenges about this). It wasa
very forward-thinking move which was then
broadened out to establish a human rights frame-
work in the fast-moving area of biometrics.

The report was published in March 2019 and in
May the Scottish Government published the Scot-
tish Biometrics Commissioner’s Bill, after consul-
tation with the UK Biometrics Commissioner. It
was attempting to establish what a modern Bio-
metrics Commissioner’s role would look like.

It is a good example of how independent
review, government effort and meaningful col-
laboration can cover something more compre-
hensively and clearly than if a solution had just
been imposed.

In my two years as Deputy Mayor I became
aware how those working in local government do
nothave much time to think about how public ser-
vices might best be delivered — sometimes other
people need to do that. We hope that the Indepen-
dent Review may help with that challenge. O

BIOMETRICS

The Metropolitan
Police decision to
roll out live facial
recognition indicates
that the police are
not bound to accept
or follow the view of
regulators.

Independent
review government
effortand
meaningful
collaboration

can cover
something more
comprehensively
than animposed
solution.
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The formal
presentations
were followed by
a discussionin
which a number
of topics were

raised, including:

bias; holistic
approaches;
other biometrics;
marginalised
groups.
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ata-driven and AI technologies are
D known to develop their own forms ofbias

(e.g. greater levels of inaccuracy with
some groups of people, and more overt surveil-
lance of some groups of people relative to others).
When taken uncritically or adopted in combina-
tion with human bias, the technologies can exacer-
bate structural bias in society. Biometrics therefore
need to be related to the world around it. Forensic
science regulation is also important.

There are limits to what facial recognition tech-
nologies can do. Emotional recognition (as used
in gaming apps) needs to be separated out from
other forms of facial recognition technologies.

There needs to be a holistic or ecosystem
approach, with legislation, evidence and consul-
tation working hand in hand on an ongoing basis.
This will ensure better collaboration between
agencies and organisations (and between nations)
and promote an understanding of facial recogni-
tion technologies within a broader remit of bio-
metrics and identity.

It is not only the face that marks our identity
but also the ways we move. So we also need to
consider how to protect or use those individual
characteristics, such as gait recognition, rather
than focusing exclusively on facial recognition
technologies.

The public view is crucial for the sake of trust
in the system. And in the public eye there is a
profound difference between facial recognition
technologies and biometrics used for protection
and those that are used by the commercial sec-

tor for profit. The latter has a low level of pub-
licacceptance.

Environmental consequences should also be
taken into account: data centres are an increasing
source of carbon emissions - it was estimated that
14% of carbon emissions would be related to data
technologies by 2040. Organisations need to
work together to collect, share and store data in
order to reduce thisload.

We must not ignore what ‘citizenship’ means.
It is not only UK nationals who need to be pro-
tected but also the many non-nationals whose
fingerprints and photographs are taken by British
authorities, and many of whom live in the UK.
What are their rights?

The experience of specific, often marginalised
groups (such as children, migrants, BAME
and LGBTQ+) should be included in discus-
sions about facial recognition technologies
and biometrics. O

FURTHER INFORMATION

European Data Protection Supervisor: Facial recognition — a solution in search of a problem?
https://edps.europa.eu/press-publications/press-news/blog/facial-recognition-solution-search-problem_en

Dotoeveryone: Responsible Facial Recognition Technologies
www.doteveryone.org.uk/wp-content/uploads/2019/06/Doteveryone-Perspective_Facial-Recognition-1.pdf

Fussey Peter and Murray D (2019) Independent Report on the London Metropolitan Police Service’s
Trial of Live Facial Recognition Technology. Project Report. University of Essex Human Rights Centre.

http://repository.essex.ac.uk/24946

1CO (2019) The use of live facial recognition technology by law enforcement in public places. https://
ico.org.uk/media/about-the-ico/documents/2616184/live-frt-law-enforcement-opinion-2019103 1.pdf

New York Times: Wrongfully Accused by an Algorithm

www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html
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