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TECHNOLOGY IS GENDERED




e Phone size Exa m ples "

* Bicycles ,;
» fMRI scans (Kaiser, 2010) % |
 Advanced Imaging Technology (Currah and \_///,0
Mulqueen, 2011) .. ;

» "Making things prettier,” e.g., by adding

different colours, mirrors etc. /)ﬁ )

» Crash test dummies (Bose et al., 2011) i
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"women and men have different
access to the creation of
technology, have different access
to decision making about the
development of technology, and
have different experiences with
technology.” (Rakow, 1988)
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A growing body of work:
* Online harassment
 Cyberstalking
* Spyware
* Image-based abuse

TECH ABUSE




Tech permeates every aspect of our life.

Refuge Women's Aid Stalking Helpline

85% | 4 100%




Communality

« Misuse/repurposing
» "Conventional" technologies
- Women & BAME

e "Active" commitment
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Predefined Ideas

* Perpetrator/criminal
« Abuse
e Technologies




TECHNOLOGY IS CHANGING




GENDER AND IOT

How will the Internet of Things
(loT) impact gender-based
domestic violence and abuse, and
what socio-technical measures
will need to be implemented in

order to mitigate against those :Q r D\
risks? q —




"Smart" Abuse?

Increasingly household devices are now “smart, but...
 Disguised in terms of their ability to sense,

accentuate, and collect private data;
>>They look like “normal” devices we are used to \ 4

* They have new, "enhanced” functionalities
>> Expanding and exacerbating the reach of coercive and D

controlling behaviour



remote
monionng
and stalking

() Voice control
May enable
perpelralors
1o contact the
vichm as well
as frace and
review a
person's history
of commands
and purchases

(*) Router
Connects all
smart home
devices o

Smart, Internet-connected devices present new the Intermnet
TeCh Ab use "™ risks for victims of domestic violence & abuse -

&) Wearable devices €) Laptops and tablets ) Security cameras and TVs
Could allow perpetrators to Accounts between devices are Could faciltate remote monitoring
track and monitor movements Inked and could allow perpetrators and onhne stalking; wwdeo recording
and other behawvioural patterns to change and review loT dewices’ could facilitate mage-based abuse
drawing on GPS signals and seftngs via an Internet browser. (such as revenge pom)
other collected data

Remote control of heating. (® Smart security
@) Phones lighting and blinds Could provide access lo doors




Voice control
Audio recording
Video recording
Data collection
- Shared accounts
Tech AbUSE =} 0 cime of domestic vislones & Location tracki ng
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and other behavioural patterns to change and review loT dewvices'
drawing on GPS signals and seltngs wa an Intemnet browser (such
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other collected data

@ Pasase T — O S Social media
Machine learning

The perpetrator is a "Ul-bound adversary"
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1. Physical control | 2.

Coping with abuser who # Trying to le

physically controls and

monitors their technology use Survivor uses
security p

Survivor uses privacy and hide digital
security practices to hide escape plans
technology use but, due to and activities
life circumstances, has under physical
limited online privacy from control

the abuser

Acute risk

Ongoing risk

Abuser has physical access
to survivor and their devices

Abuser no longer has physical
access to survivor or their devices

Matthews et al. 2017. Stories from Survivors: Privacy & Security Practices when Coping with Intimate Partner Abuse. CHI 2017.



Overestimation







Support Sector
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Government Policy




Working Group

IEEE - P2987: Recommended Practice for Principles
for Design and Operation Addressing Technology-
Facilitated Inter-personal Control
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Subscribe to keep up to date on
our research progress, and the latest
developments in the space of
technology-facilitated abuse
(policy, academia & practice), the
Internet of Things, and training and

support opportunities!
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